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Cognitive radio (CR) networks operating in underlay spectrum-sharing mode can relieve congestion in
licensed bands, but wireless transmission also exposes information to outage and passive eavesdropping.
This paper develops a security–reliability analytics framework for multi-hop CR relay systems over
generalized α–μ fading channels, with joint transmit antenna selection and selection combining at each hop.
It examines end-to-end outage probability (OP) as a measure of reliability risk and intercept probability (IP)
as a measure of confidentiality risk. Secondary transmit powers are calibrated against the primary user's
quality-of-service target and long-run channel statistics. A conventional direct multi-hop transmission
scheme is compared with an incremental cooperative scheme in which an external relay is invoked when
the direct link fails. Hop-level analytical expressions and Monte Carlo results are used to examine the
effects of primary transmit power, antenna count, target rate and hop count. For the tested configurations in
Table 3, four-hop cooperation has the lowest OP, whereas five-hop cooperation has the lowest equally
weighted OP–IP score. The results illustrate how the preferred route length depends on the risk measure, the
weights assigned and the operating parameters. The paper discusses implications for cognitive network
engineering and spectrum management.
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Data-Driven Security–Reliability Analytics for Cognitive Wireless Networks: 
Modeling Outage and Intercept Risks in Multi-Hop Relay Systems

1. Introduction

Modern wireless ecosystems are simultaneously denser, more heterogeneous and more
spectrum-constrained than before. Internet-of-things deployments, vehicle-to-everything communications
and bandwidth-intensive applications put pressure on licensed spectrum. Cognitive radio enables unlicensed
secondary users to share spectrum while protecting primary users [1–3]. Spectrum-sensing and
dynamic-access research explores several ways of identifying and using available frequencies [4–6].
Among the spectrum-sharing modes, underlay permits secondary and primary users to transmit concurrently
subject to an interference constraint at the primary receiver. Secondary transmit power is therefore limited,
long links may require relaying, and the broadcast nature of wireless transmission still exposes the signal to
unintended receivers.

The leakage problem is the security counterpart of reliability risk. Fading, path loss and cross-tier
interference affect both legitimate reception and passive eavesdropping. Physical-layer security uses
properties of the communication channel to study confidentiality [7–9], including in cognitive radio and
fading channels [10, 11]; related work surveys techniques for multiuser wireless systems [12]. In the model
considered here, intercept probability measures the chance that an eavesdropper decodes a transmission on
at least one hop, consistent with the aggregation in Section 4.3. Longer routes may also expose a message to
more outage events and consume more time-frequency resources. The research question is how to configure
a multi-hop cognitive relay network so that reliability and confidentiality risks can be examined jointly.

The choice of fading model affects predictions of reliability and security. The α–μ family generalizes
several common distributions, including Rayleigh, Weibull and Nakagami-m [13]; other analyses address
generalized fading channels and diversity reception [14, 15]. A second design issue is power control.
Spectrum-sharing studies have investigated the allocation of secondary transmit power under primary-user
constraints [16, 17]. Here, the secondary power budget is calibrated using long-run channel statistics and a
primary outage target, rather than relying on instantaneous cross-tier channel-state information. A third
issue is how best to interpret multiple performance measures. This paper combines hop-level analysis with
simulation-based risk surfaces to examine how system parameters affect the two risks.



64 Journal of Business and Data Analytics, VOL. 3, NO. 5, 2025

ISSN: 3068-3661 | © 2025 INATGI (Institute of Advanced Technology and Green Innovation)

This paper closes those three gaps simultaneously. We study a TAS/SC-based multi-hop cognitive relay 
protocol in which incremental cooperative communication [CoopC] is invoked at every hop: when the direct 
link between two adjacent secondary nodes is good enough, no relay is used; when it is not, an external multi-
antenna relay performs decode-and-forward [DF] cooperation. We compare this protocol against a baseline 
direct  multi-hop  transmission  scheme [DirecT]  that  skips  cooperation.  Both  protocols  share  the  same 
underlying TAS/SC antenna selection rule, the same interference constraint on the primary receiver, and the 
same passive multi-antenna eavesdropper that uses selection combining [SC] to maximize it receive signal-
to-noise ratio. The performance metrics are the end-to-end outage probability OP [a reliability-risk measure] 
and the end-to-end intercept probability IP [a confidentiality-risk measure]. Both are treated as primary  
outputs of the analytics pipeline; neither is treated as a constraint.  

  
  

 
  

 
The remainder of the paper is organized as follows. Section 2 surveys the relevant literature. Section 

3 specifies the system model and the two risk metrics. Section 4 derives analytical decomposition. Section 5 
reports the numerical experiments and the data analysis built on top of them. Section 6 discusses practical  
implications for CR network design and spectrum policy. Section 7 concludes.

2. Literature Review

2.1 Multi-Hop Cognitive Relaying

The contributions of this paper are fivefold. First, it decomposes reliability and interception risks into
hop-level events and aggregates them across independent hops. Second, it considers a secondary
power-budget rule based on average channel gain and a primary outage target. Third, it uses the α–μ fading
family, including Rayleigh, Weibull and Nakagami-m as special cases. Fourth, it uses Monte Carlo
simulations to examine risk surfaces over transmit power, antenna count, target rate and hop count,
including a Pareto-style comparison of OP and IP. Fifth, it discusses how the choice of hop count depends
on the reliability measure, the confidentiality measure and their relative weights.

Multi-hop relaying extends the reach of low-power transmitters in fading environments.
Decode-and-forward (DF) and amplify-and-forward (AF) relaying have both been studied under Nakagami
fading [18, 19]. In DF, a relay decodes a message before forwarding it; AF instead forwards an amplified
received signal. The choice influences the accumulation of noise and the complexity of the relay.
Relay-selection strategies and cooperative diversity provide further means of improving wireless
transmission reliability [20, 21].
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2.2 Physical-Layer Security under Underlay Spectrum Sharing

2.3 Generalized α–μ Fading and Its Operational Relevance

2.4 Data-Driven Approaches to Wireless Risk Analytics

Outside the PLS-CR literature, the broader operations-research and analytics communities have developed a 
rich vocabulary for risk quantification under uncertainty: value-at-risk, conditional value-at-risk, sensitivity 
analysis, and Pareto-frontier characterization. Wireless engineering has been slower to import these tools, 
partly  because  closed-form expressions  are  valued  highly  in  the  field.  Yet  as  networks  become more 
heterogeneous and as channel models become more general [such as the α–μ family used here], the cost of 
pure closed-form analysis rises while the marginal benefit of brute Monte-Carlo simulation falls. A hybrid  
analytical–empirical pipeline — closed-form decomposition for structural insight, large-scale simulation for 
empirical risk surfaces, and elasticity/Pareto-style post-processing — is, in our view, a more productive 

Cooperative-diversity research has considered the implementation and performance of user cooperation [22,
23], while related work examines end-to-end performance over fading links and joint routing and relay
assignment [24, 25]. In incremental cooperation, a relay is invoked when the direct link is insufficient. Its
usefulness depends on channel conditions, the route and the resources required for relaying. In a cognitive
network, secondary relaying must also protect the licensed primary receiver from excessive interference.

Building on Wyner's wire-tap channel [7], physical-layer security has been studied in cognitive radio
networks with passive eavesdroppers [10]. Liu et al. [26] examined relay selection for security
enhancement, and subsequent studies considered the trade-off between security and reliability in cognitive
radio systems [27–29]. Other research investigates secure transmission using multiple antennas and
artificial noise [30, 31]. This paper evaluates outage and intercept probabilities together for its specified
multi-hop model. It adopts independent codebooks across hops and reports the two risks at common
operating points.

Yacoub introduced the α–μ distribution as a physical fading model [13], and Magableh and Matalgah
studied its moment-generating function [32]. The parameters α and μ characterize propagation nonlinearity
and multipath clustering. The family includes Rayleigh, Weibull and Nakagami-m cases, making it useful
when different small-scale fading behaviours need to be studied within one model. Here the α–μ family
provides the channel model for the security–reliability analysis of the specified multi-hop network.
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stance. The present paper takes that stance for the multi-hop CR security-reliability problem.  
  

  

3. System Model and Risk Metrics

3.1 Network Architecture

The system under study is depicted in Figure 1. The primary network consists of a primary transmitter PT 
and a primary receiver PR, equipped with  LPT  and  LPR antennas respectively. The secondary network 

consists of a source S₀ and a destination SM[each with L_S antennas] that communicate over M hops via 

intermediate nodes S₁, …,S {M−1 }. At every hop m {1, …, M}, an external relay ∈ Rm with LR antennas are 

available for decode-and-forward cooperation. A passive eavesdropper E with LE antennas is located within 

the secondary coverage area and attempts to overhear the transmissions from S {m−1 } and Rm   on every hop. 
All antennas operate in half-duplex mode, and all wireless channels follow the α–μ fading family. Path loss 
is  modelled  by the standard free-space relation  ΩPQ  =  lPQ

{−η } with  path-loss  exponent  η.   
  

  

Figure 1. TAS/SC Multi-Hop Cognitive Relay Network with Incremental Cooperation

3.2 TAS/SC Antenna Selection and Power Budget

On every legitimate hop, the transmitter selects the single antenna whose post-combining SNR at the intended 
receiver is largest [TAS], while the receiver uses selection combining [SC] across it receive antennas. This 
joint TAS/SC rule is applied identically on the PT–PR link, on every secondary direct hop S {m−1 }−Sm, and 

on the cooperative path S {m−1 }−Rm−Sm. The eavesdropper, being passive, cannot influence the transmitter 
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and therefore can only apply SC across its own receive antennas.  
  

  

We adopted a power-budget rule for the secondary transmitters that does not require instantaneous CSI of 

the SU-to-primary-receiver link. The transmit powers  P {S {m−1 } } and  P {Rm } are chosen so that the primary 

receiver’s  outage  probability  under  cross-tier  interference  does  not  exceed  a  regulator-set  target  εOP. 

Concretely, PX  (X ∈ {S ₀ ,…, S {M−1 }, R₁,…,RM   }) is the unique non-negative solution of the equation 

OPPR | X  =  εOP  , where OPPR | X    is the outage probability of the primary receiver under interference 

from the SU node X. If no positive solution exists, the SU is not allowed to transmit (PX =  0  ). Crucially, 

the right-hand side  εOP   is a static quantity set by the regulator, and the channel statistics that enter the  
equation are long-run averages — both observable quantities. This power rule is therefore implementable 
without a real-time feedback channel between the SU and the primary tier.  

 
  

3.3 Outage and Intercept Probability as Risk Metrics

Two risk metrics are used throughout the paper. The first,  outage probability [OP], is a reliability-risk 
measure: it is the probability that the destination SM   fails to decode the source message because at least one 

hop falls below the target rate  C S. The second, intercept probability [IP], is a confidentiality-risk measure: 
it is the probability that eavesdropper E succeeds in decoding the message on at least one hop where it was  
transmitted. Both metrics are conditioned on the same operating point — primary transmit power PPT , target 

rate C S, hop count M and antenna count L — and are reported jointly. We do not aggregate them into a single 
secrecy-capacity  number;  we  treat  them as  two coordinates  of  the  system’s  risk  profile.   

  

Two design choices keep the model tractable while remaining realistic. First, every hop uses an independent 
codebook, so the eavesdropper cannot combine across hops. Second, an on-off transmission rule is adopted 
at the cooperative stage: if both the direct link S {m−1 }−S_m and the relay link S {m−1 }−R_m are in outage, 
the SU does not transmit on hop m at  all,  denying the eavesdropper anything to overhear.  These two  
assumptions are standard in the PLS-CR literature and underlie the closed-form decomposition derived in  
Section 4.   

4. Analytical Risk Decomposition

4.1 Per-Hop Outage Probability

For the m-th hop, the outage probability under the incremental cooperative [CoopC] rule consists of two  
disjoint events: (i) the direct link S {m−1 }−S_m succeeds, in which case the relay is not invoked and there is 

no per-hop outage; and [ii] the direct link fails, in which case the relay path S {m−1 }−Rm−Sm takes over and 

outage occurs only if at least one of those two sub-links also fails. Letting F₁( γ S,th) denote the cumulative 
distribution function [CDF] of the post-TAS/SC SINR on the direct link evaluated at the outage threshold  
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γ S,th, F₂(ψ S,th) the CDF on the S {m−1 }−Rm link at the cooperative threshold ψ S,th, and F₃(ψ S,th) the CDF 

on the  Rm−Sm link, the per-hop outage probability is  
 

OPm=  F1 (γ S , th ) ·  [F2 (ψ S , th )+  (1  −  F2 (ψ S , th ) ) ·  F3 (ψ S , th ) ],   (1)

where  γ S , th  =  2{M·C S }−  1  ∧  ψ S , th  =  2{2M·C S }−  1   reflect  the  fact  that  the  cooperative  path 

consumes two slots per hop [one for the listening phase, one for the forwarding phase] and therefore needs a 
stricter SINR threshold to deliver the same target rate C S. The asymmetric threshold is the principal reason 
why incremental cooperation does not strictly dominate at every operating point — for very high SNR the  
direct link is already so reliable that the cooperative branch is never invoked, while at very low SNR the  
cooperative branch itself fails because both ψ-threshold conditions are hard to satisfy. The benefit lives in 
the middle.   

4.2 Per-Hop Intercept Probability

The probability that the eavesdropper fails to decode the message on hop m, denoted IPm
{fail }, decomposes 

into three mutually exclusive events. Event A: the direct link succeeds (probability 1  −  F1 (γ S , th )  ) and 

the eavesdropper’s direct branch fails (probability F₄(γ S,th)). Event B: the direct link fails and the relay 

listening sub-link also fails (probability F₁(γ S,th)·F₂(ψ S,th)) — in this case nothing is transmitted, so the 
eavesdropper has nothing to overhear by definition. Event C: the direct link fails, the relay listening sub-link 
succeeds, the eavesdropper fails to decode the listening sub-link transmission (probability F₄(ψ S,th)), and on 

the forwarding sub-link either the relay-to-destination link fails (probability F₃(ψ S,th)) or it succeeds but the 

eavesdropper still  fails  to decode the forwarded copy (probability F₅(ψ S,th)).  Combining,  
  

I Pm
{fail } =  (1−F1 ) · F4 (γ S , th ) +  F1 · F2 (ψ S , th ) +  F1 · (1−F2 ) · F4 (ψ S , th ) · [F3 (ψ S , th ) +  (1−F3 ) · F5 (ψ S , th ) ]

.   (2)

where F₄(·) and F₅(·) are the eavesdropper-side SINR CDFs on the source-to-eavesdropper and relay-to-
eavesdropper links respectively, evaluated at the appropriate threshold. The CDFs F₁ through F₅ all admit  
closed-form expressions under α–μ fading once the post-TAS/SC and post-SC selection rules are applied; the 
derivation involves the multinomial expansion of (FPQ( γ ))^ L     and the use of upper incomplete Gamma 
identities. The full derivation is omitted here for brevity but is straightforward.  

 

4.3 End-to-End Aggregation

Because every hop uses an independent codebook and independent fading realizations, the M hops are 
statistically  independent.  The  end-to-end  OP  and  IP  therefore  aggregate  as   
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OPe2e  =  1  −  ∏
{m=1 }

{M }

❑  (1  −  OPm) ,        I Pe 2e  =  1  −  ∏
{m=1 }

{M }

 I Pm
{fail }.   (3)

5. Numerical Experiments and Data Analytics

5.1 Simulation Setup

All  experiments  are  conducted  over  a  two-dimensional  plane  in  which  the  secondary  source  S₀  and 
destination SM  are anchored at (0, 0) and (1, 0). The intermediate nodes S_m [m = 0, 1, …, M] and the  

external relays Rn[n = 1, …, M] are placed at [m/M, 0] and ([2n − 1]/[2M], 0). The primary transmitter PT 

and receiver PR sit at (0.5, 1) and (0.5,yPR). The eavesdropper E is fixed at (0.5, 0.5). Unless stated otherwise, 

the primary nodes carry LPT  =  LPR= 3 antennas, the secondary noise variance is normalized to N₀ = 1, the 

path-loss exponent is η = 3, the primary outage threshold is γP,th = 5, and the regulator-set primary outage 

target is εOP= 0.001. Table 1 lists the α–μ channel parameters used for every link in the system. The Monte-
Carlo simulator generates 10⁶ independent fading realisations per operating point, and the resulting outage 
and intercept events are averaged to produce the empirical OP and IP values reported below. The full pipeline 
runs in Python and is parallel across operating points.  

  

Table 1. α–μ Fading Parameters for Every Link

Link (α, μ) Link (α, μ)

S {m−1 }  →  Sm (2.0, 1) S {m−1 }→  Rm (2.0, 3)

Rm  →  Sm (2.0, 3) S {m−1 }→  E (2.5, 1)

Rm→  E (2.5, 1) PT → PR (2.0, 3)

5.2 Adaptive Power Allocation Profiles

Figure 2 reports the adaptive secondary transmit powers obtained by solving OPPR | X  =  εOP   for each 

SU node X, as a function of the primary transmit power PPT , with M = 3 hops and yPR= 0.6. Three structural 

observations  are  worth  extracting.  First,  every  SU power  grows  linearly  in  PPT   once  the  regime is 
established, with a constant offset that depends only on link distance and channel statistics — confirming  
that the power budget rule is well-behaved. Second, the source S₀ consistently uses the highest power because 

Equations (1)–(3) give the hop-level decomposition used in Section 5. For fixed per-hop probabilities,
adding independent hops cannot reduce either the end-to-end OP or the probability of interception on at
least one hop. When the number of hops changes in the simulations, however, hop distances, thresholds and
per-hop probabilities also change; the overall trends therefore depend on the operating configuration. For
the DirecT baseline the cooperative branch is removed.
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it is geographically farthest from the primary receiver; symmetrically, the relay R₂ (or 
RM

2
 in general) uses 

the lowest power because it is closest to PR. Third, the curves for nodes that are equidistant from PR are  
exactly co-located: P {S1 }≈  P {S2 } and  P {R1 }≈  P {R3 }. This co-location is a useful sanity check for the power-
budget rule in production deployments — any drift between such curves would signal a calibration error in  
the average-channel estimates.

Figure 2. Adaptive Secondary Transmit Power versus Primary Transmit Power for M = 3 Hops

The linear-with-offset structure of Figure 2 has an important downstream implication for both OP and IP 
analysis. Because each SU power scales as PX =  τ X ·  PPT  in the regime  PPT≫  N 0, the post-combining 
SINR on every hop becomes asymptotically independent of the primary transmit power: the numerator 
τ X ·  PPT  cancels against the dominant interference term in the denominator. This asymptotic independence 

is the source of the OP and IP floors we observe in the next subsections — at high  PPT  , both metrics 
converge to constants that are determined entirely by the channel statistics and the antenna count, not by the 
absolute power level. From an analytics standpoint, this means that PPT  is not a useful tuning lever once the 
noise floor has been crossed; gains must come from elsewhere [route length, antenna count, target rate].  

  

5.3 Outage Behavior Across Operating Points

Figure 3 reports the end-to-end OP for both protocols as a function of P_PT, for three values of the target  
rate C S  {0.45, 0.55, 0.65} bits/s/Hz, with M = 3 and ∈ LS =  LR =  LE =  2. Three patterns are visible. First, 
both protocols exhibit the predicted OP floor at high P_PT: above roughly 15 dB, additional primary power 
yields no further reliability gain. Second, the floor itself is much lower for CoopC than for DirecT — by  
between one and three orders of magnitude depending on the target rate. At CS= 0.45 the gap is about four 
decades; at CS= 0.65  it narrows to slightly more than one decade because the cooperative branch must clear  
a stricter ψ−threshold. Third, the CS→ 0 limit is asymmetrically benign: lower target rates uniformly lower 
OP, but the absolute improvement is far larger for CoopC than for DirecT, because incremental cooperation 
specifically exploits the small-margin regime that a lower C S enlarges.
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Figure 3. End-to-End Outage Probability of CoopC and DirecT versus Primary Transmit Power

Table 2 summarizes the floor values numerically. Two design heuristics emerge. First, the OP improvement 
ratio of CoopC over DirecT is itself a function of C S: it is largest when the target rate is permissive and 

shrinks  as  C S approaches  the  link  capacity.  Engineers  therefore  obtain  disproportionate  value  from 
cooperation when their service requirement is moderate; for stringent rate requirements, additional antennas 
[Section 5.5] buy more reliability per unit complexity than cooperation does. Second, even in the worst case (
C S=  0.65), CoopC still trails its DirecT counterpart by a factor of roughly 22 in OP. This is why we treat  
the cooperative branch as an always-beneficial addition, never as a configurable extra.

Table 2. Empirical End-to-End OP Floor at P_PT = 25 dB

Target rate C_S DirecT (OP floor) CoopC (OP floor) Improvement ratio

0.45 4.0 × 10 ²⁻ 4.5 × 10 ⁵⁻ ≈ 890×

0.55 8.5 × 10 ²⁻ 8.0 × 10 ⁴⁻ ≈ 106×

0.65 1.55 × 10 ¹⁻ 7.0 × 10 ³⁻ ≈ 22×

5.4 Intercept Behavior and the Security Floor

Figure 4 reports the matching IP curves for the same operating points. The patterns mirror those of Figure 3 
but in inverted form. The IP rises with PPT  and saturates at a high-power ceiling, because once the SINR at 
the eavesdropper is large enough to decode reliably, additional primary power buys no further leakage. The 
IP ceiling itself is essentially identical for CoopC and DirecT — the curves are visually indistinguishable in 
Figure 4. This is one of the most important practical findings of the paper: incremental cooperation buys a 
two-orders-of-magnitude reliability gain [Figure 3] at essentially no confidentiality cost [Figure 4]. The 
reason is structural. The eavesdropper uses SC across it receive antennas, and the codebook randomization  
at every hop prevents any cross-hop combining. Adding a relay therefore creates one additional independent 
decoding event for the eavesdropper, but it does not give the eavesdropper any combining advantage. The 
marginal IP cost of the cooperative branch is bounded above by F₅(ψ S,th), which under our parameters 
evaluates to less than 0.06 in absolute terms — far smaller than the IP floors themselves.
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Figure 4. End-to-End Intercept Probability of CoopC and DirecT versus Primary Transmit Power

A second observation from Figure 4 is that the IP ordering across C S is the reverse of the OP ordering: lower 

C S yields higher IP. This is intuitive — permissive target rates make every link, including the eavesdropping 

links, more decodable. The trade-off between OP and IP is therefore mediated by C S, and any rate-adaptive 
scheduling layer added on top of the physical-layer scheme described here will inherit this trade-off. We treat 
this as a design lever rather than a constraint: the engineer can use C S to trace the system’s OP–IP frontier 
and pick the operating point that matches the application’s tolerance to each kind of risk.  

  

5.5 Antenna Diversity Effects

Figure 5 fixes M = 4 and C S = 0.6 and varies the antenna count L  =  LS =  LR =  LE from 1 to 3. Increasing 
L from 1 to 2 reduces the OP floor by roughly an order of magnitude for DirecT and by closer to two orders
for CoopC; increasing L from 2 to 3 yields a smaller incremental gain. Spatial diversity and antenna
selection are well-established MIMO techniques [33–35]. The eavesdropper is also assumed to have the
same L, so increasing L improves its reception as well. The legitimate transmitter selects its antenna,
whereas the passive eavesdropper only applies receive-side selection combining.
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Figure 5. End-to-End Outage Probability versus Primary Transmit Power for Antenna Count L  {1, 2, 3}∈

5.6 Hop-Count Trade-Off Analytics

Figure  6  condenses  the  dual-objective  analysis  into  a  parametric  Pareto-style  view.  We  fix 
PPT =  20  dB ,  C S =  0.65  ∧  L  =  2, and we sweep the hop count M from 2 to 5. Every [M, protocol] 

Figure 5 indicates that increasing the antenna count reduces the plotted OP floor for both protocols, with a
smaller additional gain from L = 2 to L = 3. The choice of antenna count should consider this reliability
improvement alongside the cost and complexity of additional antennas. In this model the eavesdropper is
also assumed to have the same antenna count, so the effect on interception risk must be considered as well.

combination is rendered as a point in the OP–IP plane, with M shown on the marker. For the displayed
DirecT points, both reported risks decrease as M increases from 2 to 5. For CoopC, OP falls from M = 2 to
M = 4 and rises at M = 5, whereas IP continues to fall. Thus M = 4 gives the lowest OP among the
evaluated CoopC configurations; the preferred configuration for a joint score also depends on the weight
assigned to each risk.
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Figure 6. Pareto View of the OP–IP Trade-Off for Hop Count M  {2, 3, 4, 5}∈

Table  3  reports  the  underlying  numbers  and  adds  a  derived  column  —  a  simple  weighted  sum 
wOP ·  OP  +  w IP ·  IP  for  wOP=  w IP=  0.5— that ranks the [M, protocol] configurations. The top 

Table 3. Numerical OP/IP Values with Joint-Risk Scores

Protocol Hop count M OP IP 0.5·OP + 0.5·IP

DirecT 2 9.0e-2 2.85e-2 5.93e-2

DirecT 3 4.5e-2 8.5e-3 2.68e-2

DirecT 4 2.7e-2 2.3e-3 1.47e-2

DirecT 5 2.2e-2 6.7e-4 1.13e-2

CoopC 2 2.2e-3 2.85e-2 1.54e-2

CoopC 3 1.4e-3 8.5e-3 4.95e-3

CoopC 4 7.5e-4 2.3e-3 1.53e-3

CoopC 5 1.3e-3 6.7e-4 9.85e-4

We close this section with a sensitivity-analysis summary. Table 4 reports the marginal effect on OP and IP  
of each design lever, holding all other variables at their baseline. The largest single OP-reduction lever  
switches from DirecT to CoopC; the largest single IP-reduction lever is raising the target rate C S; the largest 

three configurations are all CoopC: M = 5 ranks first, M = 4 second and M = 3 third. The first DirecT
configuration (M = 5) ranks fourth. Thus, among these evaluated configurations, choose M = 5 for the
lowest equal-weight score or M = 4 for the lowest OP. Different risk weights can lead to a different choice.

joint-improvement lever is hop count M, which affects both metrics. Antenna count L also affects reliability
and confidentiality and has a hardware cost. Under the values in Table 3, a route with M = 4 minimizes OP,
while M = 5 minimizes the equally weighted OP–IP score; selection should reflect the application's
priorities.
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Table 4. Sensitivity of OP and IP to Design Levers

Design lever Direction of change ΔOP (relative) ΔIP (relative)

Protocol DirecT → CoopC −99 % +3 %

Hop count M +1 hop (3 → 4) −40 % −72 %

Antenna count L +1 antenna (2 → 3) −87 % −45 %

Target rate C_S +0.10 (0.55 → 0.65) +780 % −54 %

Primary power P_PT +5 dB (above floor) ≈ 0 % ≈ 0 %

6. Discussion and Practical Implications

Three threads run through the empirical results that deserve to be drawn out explicitly. The first is the role of 
incremental cooperation. We found that switching from DirecT to CoopC reduces OP by roughly two orders 
of magnitude while increasing IP by less than a few percent. The reason is that cooperation is invoked on  
demand — only when the direct link fails — rather than on every transmission. The eavesdropper therefore 
gains very few additional decoding opportunities, while the legitimate user gains a redundant path on exactly 
the occasions when it is needed. Operationally, this is the cheapest reliability upgrade available in a multi-
hop CR system, and our simulation evidence makes the case for adopting it as a default rather than as an 
option.    

The  second  thread  concerns  the  power-budget  rule.  By  replacing  the  instantaneous-CSI-based  power 
adaptation of earlier work with an average-channel-and-target-OP rule, we move the system from a brittle 
feedback architecture to a robust open-loop architecture. The price is a modest performance penalty in 
regimes where instantaneous CSI would have been informative; the gain is the elimination of the cross-tier 
feedback channel, which is the single biggest practical obstacle to deploying USS-CR systems. From a 
regulatory perspective, the average-channel rule is also easier to certify, because compliance can be checked 
against long-run statistical reports rather than packet-level CSI logs.  

  

We close with two limitations that frame the directions for future work. First, the eavesdropper model  
assumed here is passive and uses SC. Real-world adversaries may use MRC, may be active, or may collude  
across multiple physical locations. Each of these extensions will tighten the achievable security floor and will 
likely move the OP–IP frontier closer to the diagonal. Second, the α–μ family, while general, does not capture 

The third thread concerns hop count. In the evaluated CoopC configurations, M = 4 has the lowest outage
probability, while M = 5 has the lowest equally weighted OP–IP score in Table 3. These are results for the
stated parameters and tested hop counts, not a universal optimum. Route planning should use weights
appropriate to the application's reliability and confidentiality requirements.
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shadowing or composite fading. Composite α–μ/log-normal models would be a natural next step, and the 
analytical  decomposition of  Section 4 carries  over  to  that  setting essentially  unchanged.  

  

7. Conclusion

This paper has presented a data-driven security–reliability analytics framework for multi-hop cognitive relay 
networks operating in the underlay spectrum-sharing mode over generalized α–μ fading channels.  The 
framework treats outage probability and intercept probability as twin risk metrics rather than as scalar  
performance numbers, decomposes both into hop-level components, and supports either an analytical or an 
empirical evaluation of each. A Monte-Carlo simulation campaign of 10⁶ channel realizations per operating 
point has been used to populate four performance surfaces — over PPT , antenna count, target rate, and hop 
count — and standard analytics tools [Pareto comparison, sensitivity analysis, weighted-risk scoring] have 
been applied on top.   

 

Three operational findings emerge. First, the reported simulations show that incremental cooperation can
substantially reduce outage probability with a relatively small interception-probability change at the
examined points. Second, the proposed power-budget rule uses long-run channel averages and a primary
outage target. Third, among the hop counts in Table 3, M = 4 minimizes OP and M = 5 minimizes the
equally weighted OP–IP score. The preferred route depends on the chosen risk weights and operating
conditions. Future work can examine active and colluding eavesdroppers, composite fading and secrecy
throughput under rate adaptation.
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