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Abstract 

Mobility platforms use location and movement information to forecast demand, allocate capacity, and 
improve service, but the same information can expose sensitive patterns about individuals. Federated 
analytics can reduce the need to pool raw data, although model updates, participation records, and released 
outputs may still leak information. This article develops a risk–utility framework for evaluating the business 
value of privacy-preserving mobility analytics in platform operations. The framework links a defined 
operational decision to expected service gains, deployment costs, residual incident losses, and separately 
enforced privacy, security, and service constraints. It distinguishes centralized data pooling, federated 
learning, and a federated design with secure aggregation and a properly specified differential privacy 
mechanism. A hypothetical monthly decision example compares the alternatives using stated assumptions: 
their respective expected incremental values are 104, 112, and 106 thousand US dollars, making ordinary 
federation the highest-valued option in the baseline scenario. The ranking changes when the severity of 
modeled incidents increases, and privacy requirements may independently exclude an option. A separate one-
release Gaussian mechanism illustrates how a formal user-level privacy statement depends on the unit of 
protection, clipping, the fixed denominator, and the trust boundary; it does not establish a privacy guarantee 
for multi-round federated training. The calculations are analytical illustrations rather than results from an 
implemented system or observed platform data. The article concludes with an evaluation protocol addressing 
causal business impact, heterogeneous participants, fairness, privacy accounting, and deployment governance. 
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Business Value of Privacy-Preserving Mobility Analytics in Platform Operations: A 
Federated Risk-Utility Framework 

1. Introduction 

Digital mobility platforms coordinate riders, drivers, vehicles, couriers, and other resources across space and 
time. To plan an operation, a platform must anticipate where requests will arise, where capacity will be 
available, and how long matching or movement will take. These choices affect completed trips, waiting times, 
empty travel, operating expense, and the quality of service experienced in different neighborhoods. 
Forecasting demand is therefore valuable only to the extent that it changes decisions or outcomes; a more 
accurate model does not automatically produce a financially or socially preferable allocation (Chen, 
Thakuriah, & Ampountolas, 2021; Ma et al., 2022; Rahman & Rifaat, 2021; Wang, Zheng, et al., 2024). 

The information needed for these tasks can be sensitive. A sequence of locations may reveal repeated visits, 
commuting routines, workplace patterns, or other personal circumstances. Research on human mobility 
shows both the regularity of movement and the identifying power of sparse spatiotemporal observations (de 
Montjoye et al., 2013; González et al., 2008; Song et al., 2010). Removing names or replacing them with 
pseudonyms is not necessarily sufficient when records can be linked with outside information. Platform 
operators must therefore consider not only the value of prediction but also what information is collected, who 
can observe it, how long it is retained, and what inferences are possible from the outputs. 

Federated learning offers a different arrangement for analysis: participating devices or organizations perform 
computations locally and exchange selected updates instead of routinely transferring their raw records to one 
central training repository. Mobility applications have examined federated next-location prediction, travel-
mode classification, traffic forecasting, and ride-hailing demand estimation (Ezequiel et al., 2022; Feng et 
al., 2020; Liao et al., 2024; Yu et al., 2022; Zhang, Zhang, et al., 2021). The architecture can reduce some 
forms of raw-data movement, but it does not by itself ensure confidentiality or guarantee that a user’s 
participation or behavior cannot be inferred. The data may also remain exposed at a client, and an update or 
final model can reveal information under certain adversarial conditions (Hatamizadeh et al., 2023; Shokri et 
al., 2017; Yin et al., 2022). 

This distinction is important for business evaluation. A federated arrangement may incur additional 
communication, coordination, device, engineering, and auditing costs. Stronger privacy controls can alter 
predictive quality or operational coverage, while potentially reducing certain exposures or enabling 
collaboration that would otherwise be unavailable. The relationship is context dependent: a model that 
improves a high-volume area may worsen performance in a smaller community, and a privacy mechanism 
that protects an external recipient may not protect information from a trusted processing server. Comparisons 
that report only aggregate accuracy or only whether raw records moved do not capture these decision 
consequences. 

This paper asks how a platform can evaluate privacy-preserving mobility analytics as an operational 
investment while respecting non-negotiable protections. It develops a federated risk–utility framework with 
four linked elements: an explicit mobility decision and baseline; a map of participants, data flows, protected 
units, and adversaries; a business value calculation with transparent cost and incident assumptions; and a 
feasibility screen for privacy, security, service, and governance requirements. A compact numerical example 
shows how changes in incident severity can reverse a ranking. A separate mathematical example explains a 
limited differential privacy construction without claiming that a full federated training system has been 
implemented. 

This methodological paper reports no proprietary data, field experiment, or measured return. It develops 
reproducible illustrations and an evaluation agenda for later testing by a platform and its partners. 
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2. Literature Review 

2.1. Mobility analytics and platform operations 

Human mobility research has documented temporal and spatial regularities in movement, providing a 
foundation for forecasting and aggregate network analysis (González et al., 2008; Song et al., 2010). Yet 
predictability depends on the data source, temporal and spatial resolution, and the population represented. A 
forecast of demand in one area cannot automatically be transferred to another without considering differences 
in geography, available transport, events, and participation. Origin–destination forecasting and research on 
ride-hailing demand demonstrate the usefulness of spatiotemporal information while also illustrating the 
importance of the chosen prediction target (Chen, Thakuriah, & Ampountolas, 2021; Wang, Zheng, et al., 
2024). 

Operational value requires a decision that uses the forecast. A platform can change how it positions vehicles, 
schedules drivers, allocates an incentive budget, plans charging, or communicates expected waiting times. 
Work on pricing and demand–supply gaps shows why the distribution of demand and capacity matters 
alongside the level of aggregate demand (Ma et al., 2022; Rahman & Rifaat, 2021). Studies of ride-sourcing 
demand and shared-ride patterns also emphasize that observed requests and realized trips reflect supply 
constraints and spatial variation, making them imperfect proxies for latent demand (Dean & Kockelman, 
2021; Krueger et al., 2023). 

Mobility data have applications beyond ride-hailing, including public transit, logistics, and multimodal 
planning. Different tasks require different information: a county-level flow matrix, a short-term zone demand 
forecast, and an individual’s next-location prediction have different privacy and utility implications. A 
privacy-preserving release should be assessed against the intended operational use, not solely against a 
generic similarity score. Research comparing anonymized mobility representations and their suitability for 
specific applications supports this task-oriented view (Gibbs et al., 2026; Mattos et al., 2024). 

2.2. Federated mobility analytics 

Federated learning coordinates training across participants whose data remain under local control. General 
treatments describe its communication, optimization, privacy, and systems challenges (Kairouz et al., 2021; 
Li et al., 2020; Yang et al., 2019). The term covers cross-device settings with many users and cross-silo 
settings with a smaller number of organizations. These settings differ in participation, trust, legal authority, 
computational capacity, and the degree to which a user’s data may appear at more than one participant. 
Keeping raw records local can be useful, but it is an architectural property rather than a complete privacy 
definition. 

Mobility research has explored privacy-aware next-location modeling and transportation mode prediction, as 
well as cross-silo approaches for human movement (Feng et al., 2020; Liu et al., 2021; Yu et al., 2022). More 
recent work applies federated approaches to traffic graphs, vehicle-flow prediction, passenger flow, and ride-
hailing demand (Feng et al., 2024; Hu et al., 2024; Liao et al., 2024; Rocco di Torrepadula et al., 2025; Zhang, 
Zhang, et al., 2021). A study of shared mobility also demonstrates practical challenges in coordinating 
matching and analytics across organizations (Wei et al., 2024). These contributions show the feasibility of 
studying mobility tasks without a single raw-data repository, but their predictive results and threat models 
are not interchangeable across platforms. 

Statistical heterogeneity is a central limitation. Cities and service providers may have different road networks, 
traveler populations, fleet sizes, sampling rates, and behavior; training data are often not independent and 
identically distributed. Research on non-identically distributed data, adaptive federated optimization, and 
personalized cross-silo learning addresses some of these challenges (Huang et al., 2021; Zhang, Hong, et al., 
2021; Zhu et al., 2021). In an operation, heterogeneity can cause a global model to work well on high-volume 
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participants while offering little value or poorer service to a smaller participant. Accuracy should therefore 
be evaluated by participant and relevant service group as well as in aggregate. 

2.3. Privacy risks and protection mechanisms 

Location privacy research demonstrates that apparently anonymous mobility traces can be distinctive and 
potentially linkable to individuals (de Montjoye et al., 2013; Shokri et al., 2011). Threats in federated learning 
extend beyond raw data transfer: an adversary observing model updates, model outputs, or changes across 
rounds may attempt to infer training membership or reconstruct attributes. The practical strength of such 
attacks depends on the model, information available to the adversary, batch construction, and other 
assumptions; a successful attack in one setting is not proof that every federated system is equally vulnerable 
(Hatamizadeh et al., 2023; Li et al., 2023; Shokri et al., 2017). 

Secure aggregation allows a server to learn an aggregate of participant contributions while limiting access to 
individual contributions under the protocol’s security assumptions (Bonawitz et al., 2017). It does not 
automatically hide the aggregate, eliminate leakage across repeated rounds, or prevent an adversarial 
participant from influencing a model. Research has demonstrated possible inference from aggregated 
gradients under particular assumptions (Wang, Chang, et al., 2024). Threat modeling must therefore address 
the server, participants, recipients of the released model, collusion, dropout, participation metadata, and the 
possibility of malicious updates. 

Differential privacy (DP) gives a mathematical bound on how much the distribution of a specified released 
output can change when one protected unit’s data are changed under a defined adjacency relation (Dwork & 
Roth, 2014; Dwork et al., 2006). It is not the probability of a breach, and the parameter ε is not a measure of 
how many individuals have been identified. Practical training methods use clipping, randomization, and 
privacy accounting to bound the effect of protected contributions (Abadi et al., 2016). Location-oriented 
methods such as geo-indistinguishability use related ideas for location releases under their own definitions 
and distance metrics (Andrés et al., 2013). A privacy statement is meaningful only when its protected unit, 
mechanism, outputs, parameters, and assumptions are stated. 

Privacy mechanisms may affect utility unevenly. A recent study of local differential privacy for federated 
mobility data finds that the trade-off depends on the data and the selected analytics, with low-frequency flows 
especially susceptible to noise in the scenarios studied (Gibbs et al., 2026). Research on differentially private 
mobility forecasting examines where perturbation is applied and how that choice affects predictive output 
(Arcolezi et al., 2022). Neither work implies a universal privacy–accuracy curve for every platform. The 
platform’s operational decisions, the distribution of demand, and the treatment of small groups determine 
whether observed differences matter in practice. 

2.4. Business value and the research gap 

Federated mobility studies often emphasize prediction, communication, or technical privacy mechanisms 
(Du et al., 2025; Feng et al., 2024; Hu et al., 2024; Weng et al., 2025; Yin et al., 2022). A platform investment 
decision also requires a common baseline, operational gains, implementation costs, and residual risks. 

This article contributes a synthesis rather than claiming to invent federated learning, differential privacy, or 
mobility forecasting. It separates hard privacy and service requirements from optional monetary risk 
valuation; traces the path from data and model outputs to operational decisions; and sets out a common 
comparison of alternative architectures. The numerical examples are designed to expose assumptions and 
thresholds rather than to estimate a real platform’s performance. This design also makes it possible to identify 
when the data needed for a defensible choice do not yet exist. 
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3. Platform Setting and Analytical Architecture 

3.1. Operational setting and participants 

Consider a platform that allocates service capacity across geographic zones and time intervals. In a ride-
hailing application, the capacity could be available driver time; in logistics, it could be courier availability or 
vehicle loading slots. A forecast estimates requests, travel times, or a related demand–supply gap, and an 
allocation rule chooses a feasible response. The reference case is an existing operational policy without the 
proposed additional mobility analytics. This baseline can still use ordinary platform data and retain existing 
controls; the model evaluates incremental changes rather than assuming that the platform previously had no 
privacy or security risk. 

The participating entities may include user devices, transport operators, platform business units, 
infrastructure providers, a coordinating server, and authorized recipients of an aggregate or trained model. In 
a cross-silo design, each operator retains its own records and computes a local update. In a cross-device 
design, devices may contribute directly subject to availability and permission. Figure 1 summarizes the 
conceptual information and decision flows. It is not a description of an existing deployment, and no specific 
organization is assumed to participate. 

 
Figure 1. Conceptual Data Flows and Decision Inputs in the Federated Risk–Utility Framework 

The purpose of the system should be specific: for example, a 30-minute forecast of zone-level requests to 
support fleet positioning. Data sources might include trip origins and destinations, timestamps, fleet 
availability, road conditions, and public contextual information. Before any use, the platform must establish 
the authority and permissions needed for the purpose and limit collection and retention to what the approved 
design requires. The existence of a technical privacy mechanism does not establish a lawful basis for data 
collection or justify a use that has not been authorized. 

The architecture should distinguish at least four boundaries. The first is the boundary between a person and 
the local device or organization holding that person’s information. The second is the boundary between a 
participant and the coordinator receiving an update or aggregate. The third is the boundary between the 
coordinator and downstream model users. The fourth is the boundary between the prediction and the 
operational action. A mechanism may protect one boundary while leaving another exposed; specifying these 
boundaries prevents a general “privacy-preserving” label from concealing an important disclosure. 

3.2. Decision alternatives and scope 

The framework compares four stylized alternatives. Alternative O continues the baseline policy without the 
proposed new analytics. Alternative C pools specified raw records at a central location for training, subject 
to the same legal and organizational feasibility screen as other alternatives. Alternative F trains 
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collaboratively while retaining raw records at participants, without assuming a formal DP guarantee. 
Alternative P combines a federated arrangement with secure aggregation and a specified DP mechanism for 
the outputs covered by that mechanism. P is a family of designs, not a guarantee that every feature or output 
is private. 

Each alternative should be evaluated for the same service, planning horizon, geographic coverage, data access 
permissions, and baseline. C can be included as a counterfactual for research, but it is not eligible for 
deployment when pooling is prohibited or unauthorized. If F or P cannot meet a minimum participation 
threshold or satisfy an approved operating condition, that option is also infeasible. Alternative O remains a 
legitimate comparator when the proposed analytics produce too little net value or acceptable protections 
cannot be established. 

Local model training can be represented by an objective of the form F(θ) = Σk wk Fk(θ), where k identifies a 
participant, Fk is its local loss, and nonnegative weights wk sum to one. This objective is a modeling 
convention: it does not guarantee convergence, privacy, or equitable performance. A participant with more 
observations can dominate a size-weighted model, while equal weighting can reduce aggregate performance 
or reward participants with few or low-quality records. The choice should reflect the target population and 
be accompanied by participant-level performance reporting (Huang et al., 2022; Kairouz et al., 2021; Zhu et 
al., 2021). 

In practice, local objectives can change with season, geography, data availability, and service policy. Devices 
can be unavailable or drop out, creating stale updates and biased participation. Asynchronous federated 
methods address some timing issues, but they do not remove the need to check which populations are 
represented in an update or evaluation sample (Chen, Mao, & Ma, 2021). A site-level model might be 
preferable to a single global model in some locations; personalization should be assessed against operational 
impact, communication costs, and the possibility of additional privacy leakage (Huang et al., 2021; Zhang, 
Hong, et al., 2021). 

3.3. Threat model and control layers 

For each use case, the threat model should describe what an adversary can observe and control. A curious 
coordinator may see an aggregate and metadata; a malicious participant may submit a crafted update; an 
outside recipient may query a released model; and a compromised endpoint may expose local records. The 
model should specify whether parties can collude, whether multiple rounds are visible, what side information 
is available, and which infrastructure is trusted. No single attack simulation exhausts this space, and low 
measured attack success under one test is not proof that a system is secure. 

Controls should be layered according to the stated threat. Data minimization and access controls restrict 
collection and use. Secure aggregation can limit access to individual updates where protocol assumptions 
hold. A correctly implemented DP mechanism can limit the effect of one protected unit on a defined output. 
Integrity checks, model validation, and monitoring address different problems, such as corrupted 
contributions and operational failures. Secure aggregation can make individual inspection harder, so a design 
must explicitly reconcile confidentiality with abuse detection and robust aggregation instead of assuming that 
each control independently solves the other’s problem (Bonawitz et al., 2017; Chen et al., 2025; Wang, Chang, 
et al., 2024). 

Table 1 compares architectural choices and their protection boundaries. Federation, secure aggregation, and 
differential privacy should be reported separately; none establishes the guarantees of the others. 
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Table 1. Architecture Choices and Protection Boundaries 

Approach Basic arrangement Interpretation 

Central pooling (C) Designated raw records can move to a 
central repository. 

Privacy depends on access, processing 
controls and any additional mechanism. 

Federation (F) Participants retain raw records and 
exchange selected updates. 

Updates, metadata and final models may still 
leak; no DP bound is implied. 

Secure aggregation A protocol limits access to individual 
inputs under stated assumptions. 

The aggregate and repeated releases may still 
expose information. 

Differential privacy A specified release randomizes a 
bounded contribution. 

The protected unit, outputs, parameters, 
accounting and observer must be defined. 

Baseline (O) Current operational policy without the 
proposed new analytics. 

Existing security and privacy exposures 
remain. 

 

3.4. Protected units and observable outputs 

A protected unit could be one location record, one trip, one device, one account, one organization, or an 
individual across an entire observation window. These choices provide different guarantees. Record-level 
clipping does not automatically protect a person who contributes many trips; device-level protection may not 
cover the same person on several devices; and cross-silo protection may not cover a person whose records 
occur at multiple providers. The chosen unit must match the risk being discussed and the actual data 
architecture. 

The observable outputs must be enumerated as carefully as the input. A final model, an intermediate update, 
a validation statistic, a hyperparameter selection result, a participation list, a zone-level dashboard, and a 
sequence of revised predictions can all reveal information. If each release accesses the same protected data, 
its privacy impact must be included in the accounting when a DP guarantee is claimed. Publicly stated bounds, 
side information, data-dependent selection, and the policy for low-participation groups can also affect the 
validity or interpretation of a guarantee. 

4. Federated Risk–Utility Framework 

4.1. From forecast to operational utility 

Let a denote an analytics architecture, z a service zone, and t a decision period. The model produced under a 
yields a forecast that informs a feasible action xzt(a), such as assigning driver capacity or setting a dispatch 
schedule. Let Dzt be realized demand and let completedzt(a) be the trips or orders actually served under that 
action. In a simplified capacity-limited model, completedzt(a) cannot exceed either realized demand or 
effective available capacity. More detailed dispatch, travel time, and network constraints can replace this 
approximation. 

Let vzt be the contribution margin per additional completed service, excluding costs already counted 
separately, and let Ka represent changes in repositioning, overtime, incentives, or related operational spending. 
The expected incremental operational gain Ga over the baseline can be represented as: 

Ga = E[Σz,t vzt × (completedzt(a) − completedzt(O)) − Ka].  (1) 

The equation does not imply that all completed trips have equal value, that every additional forecast 
improvement creates an additional trip, or that observed trips equal unconstrained demand. The evaluation 
must specify the demand and capacity model, accounting treatment, time horizon, and any operational 
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constraints. Revenue and variable costs should not be counted twice. The quality of a forecast is a possible 
input to Ga; it is not itself a monetary benefit. 

Waiting time, cancellations, coverage, driver idle time, and missed service should be reported alongside the 
financial metric. A platform can monetize a penalty only when it has a defensible accounting basis and when 
the same consequence is not already embedded in contribution margin or another cost. Privacy impacts that 
cannot be quantified or should not be traded against profit remain separate decision criteria. This multi-
outcome view is particularly important where a small area or a low-volume participant receives worse service 
despite a better overall average (Dean & Kockelman, 2021; Hong et al., 2021; Huang et al., 2022). 

4.2. Cost and residual risk 

Let Ca include incremental engineering, local computation, network transmission, coordination, privacy 
accounting, secure aggregation, monitoring, independent review, and other operating costs attributable to 
alternative a. Capital spending can be converted to a consistent per-period cost using a stated amortization 
assumption; this should not be mixed with a one-time undiscounted benefit. If participants bear device, staff, 
or electricity costs that the platform does not pay directly, the accounting boundary should identify both the 
platform’s cost and the broader partner cost when relevant. 

For a simplified incident class e, let qae be the probability of the event within the evaluation period and Lae 
its conditional incremental loss if it occurs. The expected incremental incident cost is Σe qae Lae, provided the 
event classes and loss definitions are specified so that overlap is handled correctly. A full risk model may use 
a joint distribution, including dependence between events and costs. The probability and loss are scenario 
inputs to be estimated from evidence or expert judgment; they cannot be read directly from ε or from a 
model’s forecast error. 

The resulting risk-adjusted incremental value Va is: 

Va = Ga − Ca − Σe qae Lae.  (2) 

Equation (2) is one decision aid, not a complete valuation of privacy. A breach event, a misuse of location 
data, discrimination, or loss of autonomy can have consequences that are hard to estimate or monetize. If an 
organization adds a separate privacy-related monetary term, it must define what it covers and avoid including 
the same consequence again in Lae. Where a credible monetary estimate is unavailable, the analysis should 
report a scenario range and retain unpriced harms in the feasibility and review process. 

Expected value is sensitive to rare high-impact events. Decision makers can supplement Va with a loss 
distribution, stress scenarios, and a tail-risk measure, provided the assumptions and limitations of each are 
clear. A single expected-loss number does not show whether the incident probability comes from a validated 
model or from a speculative judgment. In a data-scarce setting, sensitivity analysis can identify the 
combinations of probability and severity under which the preferred option changes; it cannot establish the 
true likelihood of an attack (Wang, Chang, et al., 2024; Weng et al., 2025). 

4.3. Feasibility, privacy, and service constraints 

The preferred design is the feasible alternative with the highest value under the selected evaluation criteria. 
Let Afeasible be the set of designs that satisfy the applicable purpose, data access permissions, security 
requirements, privacy assurances, operational restrictions, and independently established service obligations. 
A stylized decision is: 

a* = arg max over a in Afeasible of Va.  (3) 

Afeasible is not defined by the model alone. It must be established through the organization’s authorization, 
legal, security, and governance processes. For a specific release, a policy may require a user-level privacy 
bound, an approved access arrangement, or a minimum number of independent contributors. If C is not 
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authorized, it is excluded even when its estimated value is largest. If no new design meets the applicable 
requirements, O can be selected or the proposal can be revised. 

Service requirements may specify a maximum wait-time disparity, minimum coverage, or a limit on service 
degradation for a defined area. Such thresholds require careful selection and evidence; a single fairness metric 
cannot capture every distributional harm. Measuring a protected group may itself require sensitive 
information, so the organization needs a defensible, protected measurement process and should avoid 
collecting more sensitive data simply to make a metric convenient. Fair federated learning research illustrates 
the tension between overall performance and performance across participants (Hong et al., 2021; Huang et 
al., 2022). 

The framework also supports participation and consent constraints. A mobility provider may agree to 
contribute for a specified planning task but not for individualized advertising or law-enforcement use. Such 
boundaries should be reflected in contracts, access controls, data retention, and technical enforcement as 
appropriate, rather than treated as an optional cost. Organizations may decide that certain location-derived 
inferences should not be produced even if their statistical error is low and their estimated business value is 
high. 

4.4. Uncertainty and decision robustness 

Let Θ represent uncertain values for participation, forecast-to-decision conversion, operating costs, incident 
probabilities, and losses. A scenario analysis computes Va(Θ) over a documented set of plausible parameter 
combinations. A conservative organization may compare the worst plausible value of each feasible action, 
while another may examine the distribution of net values or the frequency with which an action ranks first. 
These outputs answer different questions; none substitutes for evidence about whether the chosen range is 
credible. 

Scenario construction should preserve relationships between inputs. Better privacy controls might reduce one 
incident exposure but increase operational cost; participant dropout can affect both accuracy and secure-
aggregation thresholds; and a common network failure can affect several partners simultaneously. Changing 
each variable independently without a plausible joint story can generate unrealistic combinations. A decision 
can be labeled robust only relative to the stated uncertainty set, not universally robust to all attacks, market 
changes, or implementation defects. 

The comparison should also distinguish correlation from causal effect. Platforms with better data 
infrastructure may have better outcomes for reasons unrelated to federation. Users who opt into data 
collection may differ from nonparticipants, and a forecast-based intervention can change future observed 
demand through pricing or availability. Business gains require a credible counterfactual, such as a 
randomized operational trial where appropriate or a carefully designed quasi-experiment. A simulation can 
be useful for planning, but its outputs remain conditional on the simulated environment. 

4.5. Information needed for an operational decision 

A practical decision record should report the service being optimized, the baseline, participants and data 
rights, model version, privacy unit, threat model, feasible actions, expected operational effect, cost 
assumptions, risk scenarios, and unresolved uncertainties. The record should identify who can inspect a raw 
contribution, an unnoised aggregate, a noisy release, and the final model. It should also list any outputs 
outside the scope of the DP accounting and any dependencies on a trusted coordinator. 
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5. Illustrative Risk–Utility Analysis 

5.1. Hypothetical platform and assumptions 

Consider a fictional platform evaluating one month of zone-level demand forecasting for service allocation. 
The numbers in this section are invented for explanation and are not derived from a dataset, a field trial, or 
measured effects of differential privacy. Alternative O is the reference case. Alternatives C, F, and P are 
assumed to be technically and institutionally feasible for the numerical comparison; if a required privacy or 
authorization condition fails, the corresponding alternative must be removed before the ranking is used. 

The expected incremental operational gain Ga is 240 thousand US dollars for C, 218 for F, and 195 for P. 
These values are assumed net of changes in routine service-delivery and repositioning expenses, but before 
the separate architecture costs Ca. The architecture costs are 40, 50, and 62 thousand dollars, respectively. 
The lower assumed gain for P is a scenario assumption about its combined operational performance, not a 
theorem that privacy protection always reduces value or that the stated differential is representative of real 
platforms. 

For illustration, suppose the only modeled incremental incident class has probabilities of 0.040, 0.028, and 
0.015 for C, F, and P, respectively, with conditional incremental losses of 2,400, 2,000, and 1,800 thousand 
dollars. These probabilities and losses are hypothetical business risk inputs; they are not inferred from ε, 
secure aggregation, historical breach data, or an evaluated system. The baseline’s existing risks are outside 
this incremental illustration. Table 2 provides the complete assumptions, with all monetary amounts 
expressed in thousands of US dollars per month. 

Table 2. Hypothetical Monthly Inputs and Values (US$ Thousands) 

Alternative Gain G Cost C Event q Loss L Value V 

O baseline 0 0 — — 0 

C centralized 240 40 0.040 2,400 104 

F federated 218 50 0.028 2,000 112 

P enhanced 195 62 0.015 1,800 106 

 

5.2. Expected value comparison 

Applying equation (2), the expected incident losses for C, F, and P are 0.040 × 2,400 = 96; 0.028 × 2,000 = 
56; and 0.015 × 1,800 = 27. Their corresponding values are 240 − 40 − 96 = 104; 218 − 50 − 56 = 112; and 
195 − 62 − 27 = 106. The baseline O has incremental value zero by definition. Under these assumptions and 
with all alternatives in the feasible set, F ranks first, followed by P and C. The ranking is not evidence that 
ordinary federation is generally preferable. 

The comparison makes the trade-off visible. Relative to F, P is assumed to reduce operational gain by 23 and 
add 12 in architecture cost, while reducing expected incident loss by 29. Its net value is therefore 6 lower 
than F at the baseline assumptions. This calculation omits unpriced privacy and social consequences. If an 
applicable condition requires a privacy guarantee that only P satisfies among the modeled options, P is 
selected even though F has the higher estimated monetary value. If P also fails a required condition, the 
choice is between O and any other eligible design. 

A potential increase in collaboration can instead make the privacy-enhanced option more valuable. Suppose, 
solely as an alternative scenario, that P enables authorized participation by an additional partner and increases 
its operational gain from 195 to 210, with its other values unchanged. Its value becomes 210 − 62 − 27 = 121, 
exceeding F’s 112. This scenario is not evidence that a partner would participate or that its data would 
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produce a 15-thousand-dollar gain; it shows where a measurable collaboration effect would enter the 
accounting. 

5.3. Sensitivity to incident severity 

Let κ multiply the conditional incident losses for all three new architectures while their probabilities and 
other assumptions remain unchanged. It is a sensitivity parameter, not a change in the probability of a breach 
and not a measure of privacy protection. The value functions are VC = 200 − 96κ, VF = 168 − 56κ, and VP = 
133 − 27κ, with VO = 0. Table 3 reports several scenarios. At κ = 1.5, the values of C, F, and P are 56, 84, 
and 92.5, making P the highest-valued feasible option among those modeled. 

Table 3. Sensitivity to Incident Severity (US$ Thousands) 

κ C F P O Highest value 

0.5 152.0 140.0 119.5 0.0 Centralized 

1.0 104.0 112.0 106.0 0.0 Federated 

1.5 56.0 84.0 92.5 0.0 Enhanced 

5.0 -280.0 -112.0 -2.0 0.0 Baseline 

 
C and F have equal value at κ = 0.80; F and P are equal at κ = 35/29, approximately 1.207. With the stated 
assumptions and O available, C has the largest value for 0 ≤ κ < 0.80, F for 0.80 < κ < 35/29, and P for 35/29 
< κ < 133/27. Above κ = 133/27, approximately 4.926, O is highest because all three new designs have 
negative expected incremental values. At the boundary values the corresponding alternatives tie. The regimes 
depend entirely on the assumed linear severity scaling and do not describe a universal relationship. 

When credible parameter ranges cross these thresholds, the ranking is unstable and further evidence or a pilot 
may be appropriate. Varying one input at a time is useful for explanation, but actual costs, participation, and 
risks may be correlated. 

5.4. Limits of the numerical comparison 

The three architecture labels summarize many possible implementations. In practice, a centralized system 
may use strong access and DP controls, and a federated system may use weak controls or retain sensitive 
intermediate outputs. The assumed probabilities and costs therefore describe particular hypothetical scenarios, 
not inherent properties of the labels. Security posture, data access, participant behavior, incident response, 
and the value and sensitivity of the protected information can all change the ranking. 

6. A Separate Differential Privacy Illustration 

6.1. A one-release mechanism 

To make a formal privacy statement concrete, consider a separate hypothetical release of one aggregate vector. 
A fixed public roster contains m = 1,000 slots, each corresponding to at most one protected user who affects 
no other slot. For each slot i, a local procedure depending only on that slot’s data and public inputs produces 
a vector ui clipped to have Euclidean norm at most C = 1; an absent contribution is represented by a zero 
vector. The released statistic is the fixed-denominator mean plus independent Gaussian noise in each 
coordinate: 

M(D) = (1/m) × Σi ui + Z, where Z ~ N(0, σ²I).  (4) 

The protected adjacency relation changes one slot’s complete contribution between a bounded vector and 
zero. Under these assumptions, the L2 sensitivity of the mean is at most Δ = C/m = 0.001. The fixed roster 
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and denominator are public and do not themselves hide the fact that a named roster member exists. The 
construction protects the specified contribution to the released statistic; it does not protect public enrollment, 
unprotected metadata, or other outputs. 

For ε = 0.8 and δ = 10⁻⁵, the classical sufficient Gaussian bound gives σ ≥ Δ × √[2 ln(1.25/δ)]/ε, or 
approximately 0.00606 per coordinate for the stated Δ. The bound applies under its stated conditions, 
including 0 < ε < 1, and can be conservative relative to other valid analyses. The numerical parameters specify 
one mechanism and one release; they are not a recommended privacy budget for any real population. This 
example follows standard sensitivity-based DP analysis (Dwork & Roth, 2014; Dwork et al., 2006). 

If adjacency instead allows replacement of any bounded vector by another bounded vector, the sensitivity 
can be as large as 2C/m, so the corresponding sufficient σ is approximately 0.01211 with the same ε and δ. 
The relevant adjacency must be fixed before reporting the guarantee. If the denominator is data dependent, 
if a person affects several slots, or if a participant contributes an unclipped vector, the simple sensitivity 
argument no longer applies as stated. A practical deployment would require a valid enforcement and identity 
design, including an analysis of users appearing across devices or providers. 

6.2. Trust boundary and repeated releases 

A secure-aggregation protocol may let the coordinator obtain the sum without observing each individual 
vector, subject to its threat model, threshold, collusion assumptions, and correct implementation (Bonawitz 
et al., 2017). If the coordinator then adds the Gaussian noise, the formal DP claim above applies to the 
released noisy statistic as seen by its recipients. The coordinator that observes the exact pre-noise aggregate 
is inside the trusted boundary for that central-DP statement. Protecting the aggregate from that coordinator 
requires a different design, such as appropriately verified distributed noise generation, and a separate security 
and privacy analysis. 

Clipping also requires attention. If a client can submit an arbitrary vector, the stated sensitivity bound is not 
guaranteed merely because the protocol specification asks for clipping. An implementation must enforce or 
justify the bound using an appropriate trust or verification mechanism; secure aggregation alone can hide a 
violating contribution from the server. Participant selection, dropout, threshold failures, and participation 
metadata require their own analysis. Security and privacy properties should be validated for the actual 
protocol rather than inferred from an architectural diagram. 

A multi-round federated training process is different from this one-release example. Repeated access to 
protected data and publication of intermediate or final outputs require composition and an appropriate 
accountant. Sampling-based amplification, if used, relies on the actual sampling process and its assumptions. 
Hyperparameter selection and validation releases must be included where they consume privacy budget. DP-
SGD and other mechanisms provide relevant methods, but their guarantees depend on how clipping, noise, 
sampling, and accounting are implemented (Abadi et al., 2016; Weng et al., 2025). 

The example does not prove that alternative P in Section 5 achieves ε = 0.8, nor does it calculate the accuracy 
of a trained model or convert ε into an incident probability. It illustrates the information a reviewer needs 
before accepting a DP claim. Likewise, failure of a tested reconstruction or membership attack under one 
scenario does not establish a formal DP guarantee. A responsible evaluation reports both the formal scope of 
the guarantee and implementation-specific attack and security tests (Hatamizadeh et al., 2023; Li et al., 2023; 
Shokri et al., 2017). 

6.3. Utility and equity under privacy protection 

The noise standard deviation of a released mean is one component of utility, not a complete description of 
operational quality. Its relative impact can be large for low-volume zones or rare origin–destination pairs, 
especially when the resulting statistic is used to allocate a scarce vehicle. Clipping may also introduce bias 
when high-contribution users are more common in certain zones. Evaluation should therefore report error 
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and decision outcomes for a range of volumes, times, participant types, and geographic groups, subject to 
protections for the evaluation data itself (Arcolezi et al., 2022; Gibbs et al., 2026; Mattos et al., 2024). 

A platform can consider alternatives such as a coarser time interval, a larger geographic cell, improved 
sampling, or a different approved task when the privacy–utility trade-off is unfavorable. These choices can 
change the purpose and distribution of benefits: a coarser map might conceal useful service gaps even as it 
improves aggregate accuracy. They should not be treated as automatic remedies. A reduction in a single error 
metric or a smaller privacy parameter is useful evidence only in relation to the operational question, protected 
unit, and affected population. 

7. Managerial Implications and Governance 

7.1. Business case and contracting 

A credible business case begins with the decision rather than the available data. The platform should define 
the operational objective, the policy currently used, the action that can change, and the smallest set of data 
required to evaluate that action. A useful question is not simply whether a federated forecast has lower mean 
absolute error, but whether it improves completed service, waiting time, or capacity utilization after the costs 
of acting on the forecast are included. Demand and supply constraints can make an improvement 
operationally irrelevant in one zone and valuable in another (Krueger et al., 2023; Ma et al., 2022; Rahman 
& Rifaat, 2021). 

In a multi-operator federation, a technical protocol must be supported by a clear allocation of responsibilities. 
Participants should document permitted purposes, local processing, model and update ownership, retention, 
access to aggregate outputs, incident reporting, withdrawal procedures, and how system changes are 
approved. They should also decide who pays for computation, connectivity, privacy auditing, and 
remediation. A partner may rationally refuse participation if the private cost or perceived exposure exceeds 
its benefit even when the aggregate platform value is positive. 

Cost allocation and benefit distribution can change the incentives to contribute. A partner serving a low-
volume area may bear the cost of participation while receiving little improvement from a global model; a 
large partner may gain disproportionately from others’ data. Transparent reporting by participant, 
accompanied by appropriate privacy protection for the reports, can support negotiation. A shared model 
should be reviewed for both the aggregate operating result and whether particular partners or service areas 
consistently experience a loss (Huang et al., 2021; Huang et al., 2022; Zhu et al., 2021). 

7.2. Privacy assurance and security operations 

An assurance case should document what is protected, from whom, for how long, and by which mechanisms. 
The organization should retain evidence about clipping enforcement, the noise-generation process, the 
privacy accountant, aggregate thresholds, versioned code, and the treatment of validation outputs when a DP 
claim is made. It should also identify what a coordinator, client, service provider, or model recipient can 
observe. Explanations to users should be accurate about these boundaries and avoid implying that location 
information becomes harmless merely because it stays on a device. 

Operational security remains necessary throughout the system. Local storage and endpoints need access 
controls; model updates require authentication and integrity protection; servers and key material require 
secure administration; and monitoring must cover protocol failures and suspicious changes. Secure 
aggregation, differential privacy, and adversarial robustness address different failure modes. In particular, a 
mechanism that hides individual updates from the coordinator can complicate inspection for malicious 
updates, so an approved design must explicitly account for this trade-off (Bonawitz et al., 2017; Chen et al., 
2025; Wang, Chang, et al., 2024). 
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Data retention and withdrawal require attention to both local data and derived artifacts. Deleting raw 
observations from one device does not automatically remove their influence from a model trained previously, 
and removal from a released aggregate may not be technically possible. Organizations should communicate 
these practical limits and implement the deletion, retraining, access, and retention procedures required for 
their setting. A formal DP guarantee is not a replacement for a comprehensive lifecycle plan. 

7.3. Service quality, participation, and equity 

Federated participation can be uneven because of connectivity, battery constraints, working hours, 
institutional capacity, or willingness to share. The participants represented in an update may therefore differ 
from the customers or drivers affected by the operational decision. A model that performs well for frequent 
users or well-connected partners can produce a misleading picture of overall service. Evaluation should 
distinguish data coverage, model accuracy, operational outcomes, and participation rates instead of assuming 
that one measure establishes representativeness. 

The platform should define service-level guardrails before comparing designs. Examples include maximum 
acceptable changes in waiting time or cancellations across operational zones, limits on concentrating empty 
travel in particular areas, and minimum coverage for participating partners. These are examples of 
governance choices, not universal thresholds. Protected assessment methods should be used for small groups, 
and uncertainty intervals should accompany subgroup results when data are limited. Research on fairness in 
federated systems highlights the importance of evaluating disparate participant outcomes (Hong et al., 2021; 
Huang et al., 2022). 

Where the data indicate a persistent disadvantage, a platform can test alternative aggregation weights, 
personalized models, different capacity policies, or additional local data collection only if authorized. Each 
remedy can create new costs and privacy consequences. Weighting smaller groups more heavily may improve 
one service metric while affecting another; personalized models may increase the number of released artifacts 
that require privacy accounting. The decision record should show these trade-offs and the roles authorized to 
accept them. 

7.4. Deployment stages and monitoring 

A staged deployment can reduce the risk of confusing an analytical prototype with a reliable operational 
system. First, teams can map the use case and obtain relevant approvals. Second, they can evaluate models 
and privacy mechanisms in an isolated environment. Third, they can run a limited pilot with predefined 
stopping rules and protected logging. Finally, they can monitor an approved release for drift in participation, 
prediction performance, incident indicators, and service outcomes. A pilot is not a substitute for a security 
review or an applicable formal privacy analysis. 

Monitoring should be proportionate to the purpose and should not recreate a centralized repository of the 
sensitive data the design sought to avoid. Aggregated or differentially private monitoring outputs can help, 
but they require their own privacy accounting and sufficient sample sizes. A sharp decline in local 
participation, an increase in protocol failures, or a shift in local forecast error can signal that an earlier 
business case no longer applies. The platform should specify rollback criteria, the responsible owner, and a 
process for independent review. 

8. Evaluation Agenda and Limitations 

8.1. Proposed empirical evaluation 

The analysis presented here does not implement a federated model or use real platform observations. A future 
evaluation should predefine the mobility task, time horizon, participant population, permitted data, and the 
baseline operating policy. It should compare centralized, local-only, federated, and privacy-enhanced 
alternatives only when each can be evaluated under appropriate permissions. Temporal splits and, where 
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feasible, geographic or participant holdouts can test whether a model generalizes beyond the data on which 
it was developed. 

Predictive metrics should include task-relevant errors and calibration, with breakdowns by geography, time, 
demand volume, and participating organization. Operational metrics should include completed service, 
cancellations, waiting time, travel or repositioning effort, and costs. These measures should be linked to the 
same unit and horizon as the financial model. A forecast that improves average error but changes no feasible 
dispatch decision should not be credited with a speculative revenue gain. 

To estimate business impact, a platform could randomize an approved dispatch policy across comparable 
operational units or time windows where this is safe, ethical, and operationally feasible. Spillovers between 
adjacent zones, shared drivers, seasonality, and changes in demand can invalidate simple comparisons, so the 
design should anticipate interference and use appropriate uncertainty estimates. When randomization is 
infeasible, a documented quasi-experimental or simulation approach can be used with explicit assumptions; 
simulated outcomes should not be described as observed commercial benefits. 

Privacy evaluation should combine a formal review of the claimed mechanism with targeted implementation 
and attack tests. The review should cover the protected unit, adjacency, contribution limits, randomness, 
composition, data-dependent sampling, outputs, trust boundaries, and parameter selection. Attack studies can 
examine membership, reconstruction, or inference under specified adversary knowledge, but their measured 
success rates are conditional on that test. Both positive and negative findings should be reported with 
limitations and without asserting that the system is invulnerable (Hatamizadeh et al., 2023; Li et al., 2023; 
Shokri et al., 2017; Wang, Chang, et al., 2024). 

8.2. Sensitivity and failure testing 

A useful study would vary privacy budget, clipping bound, number of participants, model architecture, 
communication rate, and the amount of heterogeneity. It should also test participant dropout, stale updates, 
small cohorts, infrastructure interruptions, and malicious or malformed contributions. Results should include 
computational and communication costs and the operational effects of degraded performance, not only model 
accuracy. Asynchronous and personalized federated methods can inform such tests but do not remove the 
need for site-specific evaluation (Chen, Mao, & Ma, 2021; Huang et al., 2021; Zhang, Hong, et al., 2021). 

Ablation studies can compare ordinary federation, secure aggregation, the specified DP mechanism, and their 
combination. The comparison must account for mechanisms that cannot be isolated cleanly: adding secure 
aggregation can change monitoring capability, and a DP release can change the utility of later decisions. A 
central-DP mechanism should be evaluated against its stated trusted server assumption; a local-DP 
mechanism has a different observer model and may have different accuracy. Conflating the two would 
produce an invalid comparison (Gibbs et al., 2026; Yin et al., 2022). 

The business model should be stress-tested against different values of incremental gain, implementation cost, 
incident severity, and participation. Scenarios should include a no-deployment option and constraints that 
exclude an otherwise profitable architecture. The analysis should document the range over which a 
recommendation remains stable and distinguish an uncertainty range based on evidence from an arbitrary 
illustrative range. In a real deployment, an independent team should review the assumptions most likely to 
change the decision. 

8.3. Limitations 

The proposed framework is conceptual and does not establish the causal effect of federation on revenue, 
incident probability, customer trust, or equity. The illustrative monetary values and the single-release privacy 
example are constructed for clarity. The former does not estimate real risk; the latter is not a complete 
federated learning implementation or an end-to-end assurance statement. A multi-round system, a data-
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dependent denominator, or a user appearing at multiple participants requires a new sensitivity and accounting 
analysis. 

9. Conclusion 

This article develops a framework for assessing the business value of privacy-preserving mobility analytics 
in platform operations. It connects forecasts to actual allocation decisions, compares incremental operational 
gains with implementation costs and modeled incident losses, and places privacy, security, authorization, and 
service requirements within a separate feasibility screen. The framework distinguishes raw-data localization, 
secure aggregation, and differential privacy, each of which protects a different boundary under different 
assumptions. 

In the hypothetical monthly example, ordinary federation has the highest risk-adjusted value under the 
baseline assumptions, while a privacy-enhanced design becomes preferable when the modeled severity of 
incidents is sufficiently higher. The result changes again when all new alternatives have negative expected 
value or when a mandatory requirement removes an option. A separate Gaussian example shows how a one-
release privacy bound depends on the contribution unit, adjacency, clipping, fixed denominator, and trusted 
observer. Neither example constitutes empirical validation. 

For future application, platforms need defensible operational counterfactuals, documented privacy 
accounting, participant-level performance analysis, security testing, and governance that protects authorized 
use throughout the data lifecycle. The framework is intended to make those requirements and their economic 
implications explicit so that an organization can make a more informed decision about whether, where, and 
how to use federated mobility analytics. 
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