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Abstract

Insider-related incidents can undermine data-intensive organizations even when access originates from
legitimate accounts and authorized workflows. Security teams must therefore decide where to intervene while
distinguishing exposure from proof of misconduct and balancing protection, business continuity, employee
privacy, and limited resources. This article develops a business risk analytics framework that combines
workflow-level indicators with Shannon entropy weighting and a separate economic decision stage. Five
indicators represent sensitive-data exposure, excessive access, outbound-control gaps, operational
dependence, and detection or response gaps. Fixed reference scales preserve the interpretation of individual
indicators, whereas entropy weights describe their dispersion across the workflows under comparison; they
do not estimate incident probabilities or causal importance. A completely synthetic four-workflow illustration
yields entropy weights of 0.182, 0.402, 0.080, 0.148, and 0.188, respectively, and ranks financial reporting,
software delivery, customer analytics, and procurement from highest to lowest composite priority. Equal
weights reverse the middle pair, and a plausible change in one synthetic input also reverses that pair. A
separate hypothetical budget example shows how independently assumed avoided losses and implementation
costs can inform control selection. These calculations establish arithmetic transparency but do not
demonstrate detection accuracy, causal effectiveness, or financial returns in an operating organization. The
framework adds explicit measurement rules, non-compensatory safeguards, uncertainty analysis, privacy
protections, and a prospective validation protocol to entropy-based prioritization. It offers a transparent basis
for managerial discussion while requiring empirical calibration and independent governance before
operational use.

Keywords: Insider threat; Business risk analytics; Entropy weighting; Multicriteria decision analysis;
Security governance; Privacy; Organizational resilience
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Business Risk Analytics for Insider Threat Prevention in Data-Driven
Organizations: An Entropy-Based Decision Framework

1. Introduction

Organizations now depend on integrated business applications, cloud repositories, analytics platforms, and
collaborative workflows to create and use valuable data. These arrangements allow employees, contractors,
service providers, and automated identities to move information across systems in support of legitimate work.
The same access can enable unauthorized disclosure, manipulation, disruption, or accidental exposure. A
compromised account may also appear to be acting from within the organization, although the ultimate actor
is external. Surveys of insider threats show that threat sources, motives, available evidence, and potential
countermeasures are heterogeneous (Homoliak et al., 2020; Liu et al., 2018). For managers, this diversity
makes a single technical alert or employee label an insufficient basis for allocating preventive resources.

Insider-related risk has at least three analytically distinct forms: intentional misuse of entrusted access,
unintentional action that exposes an asset, and misuse of a legitimate identity by an outside actor. These
categories can overlap in observed logs and may not be distinguishable at the beginning of an investigation.
An unusually large transfer, for example, may represent a legitimate analytics job, a configuration error, an
account compromise, or a deliberate attempt to remove data. Concluding intent from the transfer alone would
be unsound. Human-factor research emphasizes that time pressure, task design, and the surrounding
organizational environment affect the conditions under which inadvertent incidents arise (Khan et al., 2022;
Pathirana et al., 2026).

Organizations also encounter a business allocation problem. Access reviews, secure transfer controls,
monitoring improvements, backup arrangements, and staff support all compete for budgets and operational
attention. A technically detectable anomaly is not automatically a high-consequence event, and a process
with a serious exposure may have few alerts because telemetry is absent. Existing cybersecurity risk work
highlights the need to connect threat, vulnerability, and consequence with managerial preferences and
available interventions (Ganin et al., 2020; Shameli-Sendi et al., 2016). Yet the practical translation from
heterogeneous workflow evidence to a defensible sequence of decisions remains difficult when reliable
incident frequencies and loss distributions are sparse.

This article asks how an organization can transparently prioritize preventive review across business
workflows when indicators differ in units, incident labels are incomplete, and decision makers must account
for employee privacy. Its aim is not to build a classifier that identifies malicious individuals. The unit of
analysis is a business workflow within a defined assessment period, such as financial reporting or software
delivery. The proposed index summarizes exposure and control gaps for those workflows; any investigation
of a specific event requires a separate, evidence-based process. Restricting the unit in this way enables
management to discuss risk drivers and control ownership without treating a numerical score as a statement
about a person's character.

The proposed framework makes four contributions. First, it translates five measurable dimensions of
exposure and resilience into a common, predeclared scale, with explicit treatment of missing data and access
limitations. Second, it uses entropy to summarize variation across the selected workflows while separating
statistical discrimination from managerial significance. Third, it introduces non-compensatory safeguards
and a second-stage control-allocation model in which costs and avoided losses are independently estimated.
Fourth, it specifies sensitivity analyses and an empirical evaluation design, including negative-case review,
privacy safeguards, and monitoring for changes in the data. The numerical example is synthetic and intended
to make the procedure reproducible; it is not evidence that the approach improves security or produces a
return on investment.
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The remainder of the article reviews insider-threat and organizational security research, sets out the decision
framework and its assumptions, works through a synthetic illustration, and considers control selection,
implementation, and validation. The discussion identifies the conditions under which an entropy-weighted
index may support informed choice and the circumstances in which additional evidence or alternative
methods are necessary.

2. Literature Review and Research Positioning

2.1 Insider threats and organizational evidence

Insider-threat research covers a range of actors and activity patterns rather than a single class of malicious
employee. The survey by Al-Mhigani et al. (2020) organizes detection approaches, data sources, and open
problems, while Gheyas and Abdallah (2016) review prediction and detection studies and draw attention to
variation in modeling approaches. Inayat et al. (2024) examine prevention and mitigation strategies, and
Alsowail and Al-Shehari (2021) propose a layered prevention framework. Taken together, these studies
suggest that prevention requires coordinated controls across data, access, workflows, and response rather
than the assumption that one signal can establish both intent and impact.

Technical research increasingly models relations among identities, devices, assets, and events. Gong et al.
(2024) review graph-based detection; Cai et al. (2024) develop a model using adaptive neighbors; and Li et
al. (2024) investigate few-shot detection using graph meta-learning. Roy and Chen (2024) consider cyber-
human relationships, while Fei et al. (2025) study the analysis of log text. These approaches can reveal
structure that simple counts miss. Their use nevertheless depends on data quality, access permissions, and
the validity of the labels and environments used to test them. In this article, such technical systems are
potential upstream sources of aggregate indicators, not proof that the proposed workflow index has detection
capability.

The operational setting matters. Erola et al. (2022) report lessons from deploying an insider-threat detection
tool in multinational organizations, showing why integration and practical performance deserve attention
alongside algorithmic results. A survey of explainable artificial intelligence for insider detection considers
the need to make detection outputs interpretable (Saeed Alketbi & Mehmood, 2025). Explanation, however,
must identify the inputs, comparisons, and limits of a decision; a plausible narrative attached to an alert
cannot establish that the underlying inference is correct. At the workflow level, the present framework
therefore retains each component and its provenance so that a reviewer can distinguish a sensitive asset from
a poorly measured control gap.

2.2 Human factors, compliance, and organizational context

Security behavior is shaped by both individual beliefs and organizational arrangements. Bulgurcu et al. (2010)
examine employee awareness and rationality-based beliefs about information security policy compliance.
Herath and Rao (2009) consider penalties, social pressures, and perceived effectiveness, while D’ Arcy et al.
(2009) examine awareness of security countermeasures and information-systems misuse. Chen et al. (2012)
analyze different approaches to organizational compliance. These studies support the view that rules and
controls need a credible organizational context; they do not imply that noncompliance can be inferred reliably
from a person's demographic or psychological characteristics.

Additional behavioral work highlights potential unintended effects of security demands. D’ Arcy et al. (2014)
investigate employee responses to stressful security requirements, Cram et al. (2021) study information
security fatigue, and Trang and Nastjuk (2021) examine stress and policy design in an experimental setting.
Dang-Pham et al. (2025) discuss shadow security practices, including workarounds associated with
employees' attempts to accomplish tasks. The relevance to prevention is practical: an apparent gap may reflect
an unusable process, conflicting responsibilities, or insufficient support. A control response that ignores such
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context could shift work outside approved systems or impose burdens without reducing the underlying
exposure.

The literature also considers leadership, motivation, and the design of awareness measures. Hu et al. (2012)
examine management participation and organizational culture, while Menard et al. (2017) compare
motivational perspectives on security behavior. Parsons et al. (2017) report further validation of a human-
aspects questionnaire, and Sohrabi Safa et al. (2016) propose an organizational compliance model. Crossler
et al. (2013) and Delso-Vicente et al. (2025) review directions and factors in behavioral security research.
These sources justify examining the work environment and control design. They do not justify inserting
unvalidated personality scores or private communications into an individual risk index.

2.3 Multicriteria risk decisions and information entropy

Multicriteria decision analysis (MCDA) structures choices involving several measures that cannot be
compared directly. Ganin et al. (2020) frame cybersecurity management as a multicriteria decision problem,
and Macek et al. (2020) review applications of MCDA to information security risk assessment. Some security
controls interact, so evaluating them in isolation may misrepresent their collective effect (Lo & Chen, 2012).
Ou Yang et al. (2013) also examine interrelationships among information-security risk controls in a decision
framework. These contributions motivate an explicit separation between prioritizing where to investigate and
selecting which controls to implement.

Shannon (1948) introduced entropy as a measure of uncertainty in a probability distribution. In entropy
weighting, normalized shares of observed criterion values are used to describe how evenly a criterion is
distributed across the alternatives. Zhu et al. (2020) discuss entropy weighting in decision making, while
Roszkowska (2026) examines the importance of normalization for multicriteria rankings. The mathematical
similarity does not mean that a workflow's normalized share is an empirical probability of an insider incident.
Here, entropy measures dispersion in the decision matrix, and the resulting weight measures relative
discrimination within that matrix. The approach makes weights reproducible conditional on the data, but it
cannot supply social values, causal effects, or a cost of loss by itself.

Prioritization research also emphasizes the need to support the people who act on analytical outputs. Jalalvand
et al. (2025) survey alert prioritization criteria and methods, and Baruwal Chhetri et al. (2024) explore
human—AlI teaming for alert fatigue. Chatziamanetoglou and Rantos (2025) develop weighted criteria for
assessing cyber threat intelligence quality. These studies motivate a decision record that is intelligible to
security analysts and business owners, with an explicit distinction between the value of the evidence and the
seriousness of the exposed asset. The proposed approach builds on these themes at the workflow level and
adds a concrete protocol for protecting against misleading weights and poorly supported economic
conclusions.

3. Research Design and Decision Framework

3.1 Scope, decision unit, and process

This is a conceptual and methodological study supported by a transparent synthetic numerical illustration. It
is not a systematic literature review, an empirical field study, or an operational evaluation. The proposed
decision process begins with the definition of a set of business workflows and a common assessment window.
Each workflow should have an accountable owner, a documented service boundary, an inventory of data and
identities, and an agreed business purpose. A workflow may cross several applications, but the analyst must
define how shared assets and events are allocated so that a single gap is not counted repeatedly without
explanation.

The framework proceeds through six stages: establish permissible data collection and mandatory protections;
define indicators and reference scales; assemble and quality-check a workflow-by-indicator matrix; calculate
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entropy weights and a priority index; compare alternative weights and inputs; and select controls using
separate evidence on cost, benefit, and feasibility. A governance group comprising the business owner,
security personnel, privacy representatives, and other authorized stakeholders reviews the result. It records
overrides and their reasons. The process is periodic rather than continuously self-adjusting, so that an unstable
or incomplete data feed does not silently change organizational priorities.

The analytical priority is a screening aid. It is not an estimate of the likelihood, severity, or expected financial
loss from an actual incident, and it is not a basis for disciplinary action. If the organization needs a monetary
risk measure, it must estimate event frequency and conditional consequence with appropriate uncertainty, a
different and more demanding task. Likewise, a high index may arise from poor controls or high business
dependence even where no anomalous behavior has been observed. Treating that distinction as a design
principle allows managers to improve a workflow without stigmatizing the people who use it.

3.2 Indicator definitions and fixed reference scales

Table 1 proposes five indicators, each expressed on a 0—1 scale where higher values indicate greater exposure
or weaker preparedness. Organizations should document a measurement dictionary and use the same
definitions across workflows and assessment periods. In the example, X1, X2, X3, and Xs are ratios whose
numerator is a subset of a clearly specified denominator; x4 is a scaled business-impact estimate. The data
source, time window, owner, calculation rules, and quality checks must be recorded for every cell. A
comparable scale is useful, but it does not make the indicators equivalent measures of risk.

Table 1. Proposed Workflow-Level Indicators

Indicator Dimension Definition on a 0—1 scale
X1 Sensitive-data exposure Fraction of in-scope records classified as confidential or regulated.
X2 Excess privilege Fraction of active in-scope identities with verified excess access.
Fraction of in-scope outbound channels lacking an effective required
X3 Transfer-control gap
control.
L Estimated loss from a specified 24-hour interruption divided by a fixed
X4 Continuity consequence
reference amount, capped at 1.
. Fraction of essential telemetry or response checks missing, stale, or not
Xs Detection and response gap

triaged within the agreed window.

All definitions and values require an organization-specific measurement dictionary.

For xi, the asset inventory should define the population of records and a policy-based rule for classifying
confidential or regulated records. A fraction does not fully represent the value of a small but exceptionally
sensitive collection; such assets may require a separate mandatory review. For x», an excess privilege is an
entitlement that remains active beyond the approved role and has been verified against an up-to-date
entitlement catalog. A reviewer should distinguish a true exception from approved emergency access. Shared
and service accounts belong in the defined identity population if the organization can assign ownership and
assess them consistently.

For xs, the denominator is the number of inventoried channels or interfaces through which the workflow can
transfer covered data, not the number of all network packets. A channel is counted as a gap when the specified
transfer control is absent or ineffective, according to a documented test. For x4, the business owner estimates
the consequence of a specified interruption, such as a 24-hour loss of the workflow, and divides it by a
predeclared reference amount, clipping values above one. The consequence estimate may include direct
service costs and recovery work, but its scope must be common to all workflows. It is a scenario impact, not
expected annual loss.
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For xs, an organization should define the essential telemetry and response checks for a workflow before
calculating the fraction that is absent, stale, or cannot be triaged within the agreed window. This measure
exposes a visibility gap; a missing log is not an observed malicious event. A low number of alerts must not
be interpreted as strong security when monitoring coverage is low. If a denominator is zero, unknown, or
unreliable, the cell is marked missing and referred to its owner rather than replaced with zero. When a
workflow genuinely has no relevant outbound channel, the indicator is structurally inapplicable and a separate
assessment design is required.

A workflow inventory should also capture dependencies that fall outside its immediate owner’s control.
Customer analytics, for example, may rely on a shared identity provider, an external processing service, and
a central data warehouse. The assessment team should state whether a common control is represented once
at enterprise level or allocated to each workflow according to a consistent rule. It should avoid treating
repeated entries for the same weakness as independent incidents. Conversely, an asset used by several
workflows may require a joint response because fixing it for one process does not necessarily protect the
others. These boundary choices should be reviewed whenever a service, supplier, or business function
changes.

The data dictionary should specify the observation window, the latest acceptable timestamp, and tests for
duplicate accounts, assets, and events. Source systems may undercount dormant accounts or miss activity
outside the approved perimeter. A comparison is meaningful only when the workflows are measured against
compatible coverage and the same reference anchors. If evidence is delayed, the matrix should include a
freshness field; data quality can be displayed separately rather than disguised as a favorable indicator. Before
scoring, the governance group may set minimum completeness requirements and route workflows with
critical unknowns to manual review.

3.3 Entropy weights and the composite index

Leti=1, ..., m index workflows and j =1, ..., n index indicators, with m > 2 and x;; € [0, 1]. All indicators
are oriented so that larger values describe greater exposure or control weakness. For each indicator with a
positive column sum, define its share, normalized entropy, and degree of dispersion as follows:

Pij = Xij /% Xij Hj =—[% Dij ln(pij)] / ln(m) dj =1- Hj (1)

Here In is the natural logarithm and the convention 0 In 0 = 0 is used. The quantity p;; is the share of the
observed indicator total assigned to workflow i; it is not an incident probability. If every entry in a column is
zero, define H;= 1 and d; = 0. A column with the same positive value in every workflow likewise has H;=1
and zero dispersion. These rules avoid division by zero and correctly show that the indicator cannot
distinguish the compared workflows, even though a common level of exposure can be high.

If at least one indicator has nonzero dispersion, the entropy weight and composite index are:
Wj= dj / Zj dj Ri= Zj Wj Xjj (2)

The score is a weighted average on the original anchored 0—1 scales. With fixed nonnegative weights that
sum to one, an increase in any indicator cannot reduce the same workflow's score. This local monotonicity
does not necessarily hold when the weights are recalculated after a change in the full matrix: altering one
value can change every weight and consequently the scores of other workflows. The weights are relative to
the selected comparison set, and adding or removing a workflow can change them. Organizations should
therefore preserve the set definition and weight version in every assessment record.

When all indicators are constant, the sum of d; is zero and entropy weights are undefined. The proposed
fallback is to use an explicitly documented equal-weight index for descriptive reporting; all workflows then
have identical component values and identical scores. The correct managerial response is to inspect absolute
exposures and mandatory controls, not to infer that common exposure is harmless. For near-constant data,
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tiny differences or measurement noise can dominate the weight calculation. A minimum quality and
dispersion threshold, fixed before the review, should trigger an equal-weight or expert-weight comparison
and an explanation rather than automatic reliance on an unstable result.

A hybrid alternative incorporates a separately documented set of policy weights v;, where v; > 0 and the
weights sum to one. The analyst selects a mixing parameter A between zero and one and computes wj(L) =
Awj + (I — A)v;. The entropy and policy components must be reported separately because the choice of A
expresses governance preferences. To assess robustness, the organization can compare pure entropy, equal
weights, and several plausible hybrid values. No particular A is claimed to be universally optimal. Ranges
can be used when an indicator is known only approximately, but the assumptions and dependency among
ranges must be recorded.

3.4 Non-compensatory safeguards and uncertainty

A weighted average permits compensation: a very high value in one dimension can be offset by low values
in others. That behavior is inappropriate for mandatory protections. Before ranking, the organization should
apply preapproved gates for conditions such as unowned privileged accounts, missing controls over a legally
sensitive dataset, or an untested critical recovery capability. A breached gate requires a designated response
regardless of the composite score. The specific thresholds and obligations depend on the organization and
governing law and must be confirmed locally; they are not derived from entropy.

Uncertainty arises from measurement error, a changing workflow population, uncertain impact estimates,
and disagreement over control effectiveness. The assessment should therefore preserve source evidence,
assess each cell's completeness and confidence, and repeat the calculation over defensible alternative values.
Important scenarios include a lower and higher business-impact estimate, an updated entitlement catalog,
alternative normalization anchors, and exclusion of a workflow. If alternatives change priority, the
organization should report that instability and investigate the influential inputs. A narrow numerical
difference should not be presented as an objectively meaningful ordering without a measurement error
analysis.

Correlated indicators introduce another problem. For example, a sensitive-data fraction and a business-impact
measure may both reflect the same underlying asset value. Counting them separately can make the asset
appear more important than intended. Analysts should review definitions for conceptual overlap and examine
correlations when the sample is adequate, but correlation estimates from four workflows are not reliable
evidence of redundancy. If indicators are combined or removed, the new version should be approved and the
full sensitivity comparison reported. A structured index makes these choices visible; it does not remove the
need for judgment.

4. Synthetic Numerical Illustration

4.1 Input matrix and computation

The example is entirely invented for demonstration. It contains no organizational records, observed incidents,
employee data, externally calibrated parameters, or measured control effects. Four workflows are labeled A,
financial reporting; B, customer analytics; C, software delivery; and D, procurement. Five synthetic indicator
values are shown in Table 2. The values should be read as assumed results of the measurement rules in Table
1, not as estimates for any real organization. Their purpose is to show how the calculations and sensitivity
tests work.

Table 2. Synthetic Indicator Matrix

Workflow X1 X2 X3 Xa Xs

A Financial reporting 0.95 0.85 0.65 0.80 0.60

ISSN: 3068-3661 | © 2026 INATGI (Institute of Advanced Technology and Green Innovation)



178 Journal of Business and Data Analytics, VOL. 4, NO. 9, 2026

Workflow X1 X2 X3 X4 Xs
B Customer analytics 0.90 0.60 0.80 0.55 0.70
C Software delivery 0.75 0.90 0.55 0.85 0.45
D Procurement 0.55 0.40 0.70 0.60 0.80

All inputs are hypothetical and are not derived from an organization.

For the first indicator, the sum of values is 3.15. The four shares are therefore approximately 0.3016, 0.2857,
0.2381, and 0.1746. Substitution into Eq. (1) gives Hi = 0.9853 and d: = 0.0147. Repeating the calculation
for the other columns yields the entropies, dispersion values, and normalized weights in Table 3. For example,
the second indicator has the highest weight because its assumed values differ most strongly in proportional
terms within this particular set. It does not follow that excessive privileges are always the most consequential
insider-threat factor.

Table 3. Entropy, Dispersion, and Weights for the Synthetic Matrix

Indicator Entropy H; Dispersion d; Weight w;
X1 0.9853 0.0147 0.1817
X2 0.9674 0.0326 0.4021
X3 0.9935 0.0065 0.0797
X4 0.9880 0.0120 0.1483
Xs 0.9847 0.0153 0.1882

Calculations use unrounded intermediate values, displayed results are rounded to four decimals.

Using unrounded values in Eq. (2), the workflow scores are A = 0.7978, B =0.6818, C = 0.7528, and D =
0.5561. The entropy-weighted priority order is A, C, B, D. A is highly exposed across multiple indicators;
C's high privilege and continuity values have substantial influence because the second indicator receives the
largest entropy weight. D receives a lower composite score despite its high detection and response gap. This
does not mean that D's monitoring gap is acceptable, and it does not relieve its owner from a mandatory
control requirement.

4.2 Comparison and sensitivity

Equal weights produce scores of 0.7700, 0.7100, 0.7000, and 0.6100 for A through D, respectively. The
resulting order is A, B, C, D: customer analytics and software delivery swap positions. This comparison
demonstrates that a statement such as “C is more risky than B” depends on how the five dimensions are
valued. The differences between the two methods are not a test of which ranking is correct. Both are
conditional summaries of the assumed matrix, and neither has been compared with actual future losses in this
study.

A second check changes only D's privilege-gap value from 0.40 to 0.80, a hypothetical correction to the
underlying evidence. Recalculating all entropy weights gives approximately 0.2613, 0.1401, 0.1146, 0.2133,
and 0.2707. The corresponding scores become A = 0.7749, B = 0.7177, C = 0.6882, and D = 0.6806. The
order becomes A, B, C, D. Although B and C's own inputs did not change, their relative rank reverses because
the distribution and weights changed. This is a consequence of the method and a reason to monitor data
revisions.

A third calculation estimates weights using A, B, and C only, then applies those weights to all four original
rows for comparison. The resulting weights are approximately 0.0767, 0.2289, 0.1845, 0.2621, and 0.2479.
The full-set scores under these weights are A = 0.7457, B=10.6716, C = 0.6993, and D = 0.6184; the order
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remains A, C, B, D. Although the ordering is unchanged, the weights and scores differ materially. In practice,
D's excluded row would be an out-of-sample case for weight calculation, and the comparison set should be
justified rather than chosen to obtain a preferred result.

These tests expose two distinct sources of uncertainty: disagreement about how indicators should be weighted
and sensitivity to the observed comparison set. A manager should consider B and C a potentially unstable
middle group rather than claim that one is definitively safer. The analysis also illustrates why unrounded
intermediate values must be retained for calculations. Table 3 reports rounded numbers for readability;
rerunning the formulas with the values in Table 2 reproduces the results within rounding tolerance. No
predictive accuracy, reduction in incidents, or real-world effectiveness is established by this arithmetic
exercise.

5. Translating Priorities into Control Decisions

5.1 The economic decision is a separate model

The score identifies where further review may be warranted; it does not identify the most valuable
intervention. A control's value depends on the scenario it addresses, its effectiveness, its cost, and interactions
with existing defenses. Gordon and Loeb (2002) analyze information-security investment under uncertainty,
illustrating the need to relate spending to potential losses and the nature of vulnerability. In practice, evidence
about control effects may be sparse and managerial estimates may be subjective. The assessment should
distinguish an empirically estimated benefit from an expert judgment and make the assumed time horizon
explicit.

Let z equal one if discretionary control k is selected and zero otherwise. If annual avoided losses by and
annualized control costs cx can be estimated on a consistent basis, and the benefits are non-overlapping, the
organization can maximize X(bx — ci)zx subject to Zcxzx < B. Here B is the available annualized discretionary
budget. The model is a simple binary allocation problem; it assumes that the listed costs include relevant
implementation and operating expenses and that the consequences of the selected controls are additive. It
does not include the workflow index as a substitute for b.. Mandatory controls are funded and handled
separately before this discretionary budget is considered.

Consider three hypothetical options: privilege reconciliation, controlled data transfer, and task-oriented
coaching. Suppose their respective annual costs in thousands of dollars are 30, 40, and 12, while their
separately assumed annual avoided losses are 45, 60, and 20. With an annualized discretionary budget of 80,
the first two controls cost 70 and yield an assumed net benefit of 35. The second and third cost 52 and yield
28; the first and third cost 42 and yield 23. Selecting all three would cost 82 and exceed the budget. Under
these assumptions, the first two are the best feasible combination among the listed choices. The amounts are
invented for the illustration and are neither empirical estimates nor a demonstrated return on investment.

The calculation changes if benefits overlap. For example, a secure transfer control and privilege reduction
may prevent the same disclosure, so adding their gross benefits would count that avoided loss twice. An
expanded model can specify the value of each control portfolio or include interaction terms, but each added
quantity must be justified. If benefits are uncertain, analysts can compare portfolios over low, central, and
high scenarios, or estimate distributions when sufficient data exist. A constrained decision may also require
minimum service availability, implementation capacity, privacy safeguards, and contractual obligations. A
portfolio that appears attractive on expected net benefit alone may fail those requirements.

5.2 From findings to action

For a high x» value, the first response is to verify the identity inventory and the basis for each entitlement.
The outcome may be removal of obsolete access, a time-limited elevation mechanism, or an improved
approval process. In a software-delivery workflow, emergency access and automated deployment identities
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may be essential to continuity; a blanket removal could cause an outage. A business owner and an access
administrator should therefore agree on exceptions and recovery procedures. The reduction in excess
entitlement after review is a process measure, not proof that a malicious incident was prevented.

For a high xs value, a control review can inspect the destinations, permitted file types, classification labels,
and operational need for each outbound channel. A business unit may need a secure partner exchange rather
than a prohibition on all transfers. For a high x4 value, protection can include recovery testing, segregation
of duties, and continuity arrangements. For a high xs value, the organization should establish whether logs
are missing, whether events are usable, and whether an analyst can respond in time. Each intervention needs
an owner, a completion date, and a verification method. Retesting the same indicators may show that a control
gap has closed, but additional evidence is required to establish a causal reduction in losses.

An escalation path should document how an authorized analyst distinguishes workflow-level control review
from investigation of a particular event. If a plausible incident emerges, the analyst preserves relevant
evidence and follows an approved incident-response procedure with proportionate access and independent
review. If the event is explained by a legitimate task, the record should preserve that disposition and allow
the workflow or detection rule to be corrected. Employees need a way to report mistakes and contest factual
errors without assuming that all unusual activity is culpable. Such procedures make the business decision
actionable while limiting the risk of converting an uncertain screening signal into an unsupported allegation.

6. Implementation, Evaluation, and Governance

6.1 Implementation and data quality

Implementation begins with a pilot in a small number of comparable workflows selected before the matrix is
calculated. The organization should record why the workflows were included, which business processes were
excluded, and whether a workflow has unusual monitoring coverage. Each source system should produce a
versioned extract with the observation period, identifier, owner, and completeness checks. The analyst should
reconcile counts with the asset inventory and investigate changes caused by system migrations,
reorganizations, or reclassification. Fenz and Ekelhart (2011) distinguish verification, validation, and
evaluation in information-security risk management; each is needed here because correct arithmetic does not
establish that the measures represent the intended constructs.

Verification checks whether the implementation reproduces the stated formulas and boundary rules. It should
include zero-valued columns, constant columns, identical rows, the m = 2 boundary, incomplete data, and
rounding. Validation asks whether the indicators and reference values reasonably represent the exposures
they claim to measure. A process owner might review a stratified sample of excessive-access findings or
verify whether supposedly unprotected transfer paths actually carry sensitive data. Evaluation asks whether
using the framework improves an operational decision under specified conditions. These are separate
questions and require different evidence; a successful software test alone answers only the first.

Data quality checks should cover denominator consistency, duplicates, the time since last refresh, and the
proportion of systems actually observed. Where values are missing, the preferred response is to recover the
evidence or hold the affected workflow for review. If imputation is necessary for research, it should be
declared, based only on information available at the assessment time, and accompanied by a sensitivity
analysis. Replacing missing monitoring data with a zero exposure score is particularly hazardous because it
rewards invisibility. A confidence flag or interval can accompany the index, but any threshold for withholding
a score must be agreed before the assessment.

6.2 A prospective validation design

A prospective evaluation should define a use case and comparator before collecting outcomes. One possible
design compares an entropy-assisted workflow review with the organization's existing risk register or an
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equal-weight index. The primary outcome could be the number of independently verified, materially relevant
control gaps corrected per unit of review effort, observed over a fixed follow-up period. Secondary outcomes
might include time to correction, business-process disruption caused by controls, privacy complaints, and the
cost of review. The outcome definition must state who verifies a gap and what evidence qualifies as correction;
simply counting alerts or changed scores is inadequate.

For an intervention study, eligible workflows could be allocated to review sequences in a randomized or
otherwise defensible design, subject to operational and ethical constraints. Where random allocation is
impractical, a matched comparison or interrupted time-series analysis may be considered, with explicit
attention to changes in staffing, technology, and external threat conditions. Baseline, follow-up, selection
criteria, and planned analyses should be specified in advance. A statistical association between receiving a
review and a lower incident count does not by itself establish that the framework caused the reduction,
particularly when severe workflows receive more attention and more incidents are detected as a result.

The assessment should also be compared with the practical decisions that managers would otherwise make.
A prospective log can capture the original priority, the recommended control, the reason for accepting or
rejecting it, the resources committed, and the eventual verification result. Independent reviewers can assess
a sample of these records without seeing which method produced each recommendation. Alongside the
primary outcome, researchers should report how much evidence gathering each approach requires and
whether the comparison caused delays in normal business operations. This design can reveal whether an
apparently more detailed index actually improves resource allocation or merely increases documentation.

Any study of incident detection requires a defensible event definition and a way to examine both reviewed
and unreviewed cases. Labels created only from high-score workflows create verification bias: unreviewed
workflows are treated as safe because no one looked. An authorized team can instead review a documented
sample across score levels, including low-score or non-alert cases, subject to privacy and labor requirements.
Assessment data must precede the outcomes they are intended to predict. When data are divided for model
selection and testing, time-respecting splits and separation of related identities or workflows help reduce
leakage from future activity or repeated records.

If a separate classifier is introduced for event triage, evaluation should report precision, recall, the number of
alerts per analyst, and performance at the actual operating threshold, together with uncertainty and the
underlying event prevalence. The base-rate problem can make even an apparently accurate system
burdensome (Axelsson, 2000); precision—recall analysis is particularly informative when positive cases are
rare (Saito & Rehmsmeier, 2015). As an illustrative calculation, suppose 100 of 100,000 events are truly
positive, sensitivity is 90%, and the false-positive rate is 2%. The system detects 90 positive events but flags
1,998 negative events, so precision is 90/2,088, approximately 4.3%. These figures are hypothetical and do
not describe the proposed index or an actual deployment.

The study should also assess stability across sites, business functions, employment arrangements, and time
periods when such comparisons are lawful and sufficiently supported. Small groups or poorly verified labels
can make subgroup estimates misleading or identifiable. Differences in alert rates may arise from role
requirements, monitoring coverage, or scheduling rather than wrongdoing. Investigators should examine
these mechanisms and compare error rates only when adequate ground truth exists. A fairness review should
include the consequences of an investigation, not merely a parity statistic for the initial score. Findings that
are too uncertain to support comparison should be reported as such.

6.3 Privacy, proportionality, and accountability

The framework is designed to operate on aggregate workflow measures wherever possible. It should not
require private message content, inferred mental state, demographic attributes, or individual character
assessments to calculate its five indicators. Privacy choices affect trust and perceived trade-offs; Kehr et al.
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(2015) examine institutional trust and general privacy concerns in the privacy calculus. Before deployment,
organizations should specify the purpose of collection, the legal and employment basis for processing,
permitted access, retention periods, and routes for correction. They should assess alternatives that achieve
the same control objective with less intrusive information.

Access to raw identity-level evidence should be restricted to an authorized role and separated from the
business-level dashboard. The dashboard should show component values, uncertainty, data freshness, and
mandatory-control status without exposing unnecessary personal details. Investigative access should require
a documented trigger and be auditable. Where people can be affected by an outcome, the organization should
establish appropriate notice, review, appeal, and correction procedures in accordance with applicable
requirements. Automated scores must not be used as sole evidence for discipline. The framework itself
supplies no legal authorization and cannot resolve jurisdiction-specific labor or privacy obligations.

The operating model should name a control owner, a data steward, an independent reviewer, and a person
accountable for approving changes to the indicator dictionary and weight procedure. Monthly or quarterly
review cycles can be chosen according to business conditions, but the interval is a governance choice rather
than a validated prescription. A review should record actions taken, exceptions, unresolved data problems,
and the rationale for any management override. If weights or indicators are changed, the old results and
calculation version should remain available for audit. The organization should investigate abrupt shifts before
using them to reallocate resources.

7. Discussion

7.1 Theoretical and managerial implications

The framework connects sociotechnical insider-risk research with a practical multicriteria decision sequence.
Its central proposition is that observable control conditions, exposure of valuable data, and operational
dependence can be considered together without treating them as direct observations of intent. The technical
literature supplies examples of what may be detectable, while organizational research explains why workflow
design and incentives matter. The analytical contribution is the explicit linkage among fixed indicator
definitions, entropy-based discrimination, non-compensatory gates, and a separately justified economic
choice.

Entropy weighting can be attractive because another analyst can reproduce the weights from the same matrix.
Its apparent objectivity is nevertheless conditional on choices about the population of workflows, the
observation period, the indicator scale, and the measurement system. Fixed anchors avoid the direct rescaling
of every value when a new alternative becomes the minimum or maximum, but they do not eliminate the
dependence of entropy weights on the comparison set. A high weight says that a criterion distinguishes the
observed workflows more strongly under the specified calculation. It does not show that an intervention on
that criterion produces the greatest reduction in harm.

The synthetic example has a useful managerial interpretation. Financial reporting ranks first under both the
entropy and equal-weight calculations, but the ordering of the middle workflows is not robust. A sensible
committee could therefore retain A as a candidate for early review while examining B and C together, subject
to any mandatory control failures. The evidence on D's high monitoring gap warrants its own investigation
even though D ranks last in the composite. A documented override is not a failure of the method when it
follows from a predeclared rule or newly verified information; it can reveal where the model needs a better
indicator or a different decision boundary.

7.2 Limitations and future research

The illustration contains only four invented workflows. Small matrices make entropy weights sensitive to
individual values, and the demonstration provides no basis for estimating performance in a population. The
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indicators may not capture collusion, changing attacker tactics, vendor dependencies, or a low-frequency
event with catastrophic consequences. A single time window also misses sequences and evolving exposure.
Deployments should be compared with existing assessment processes before adoption, and indicators should
be adapted to the setting while preserving the conceptual distinction between exposure, evidence quality, and
actual loss.

The meaning of an improvement also depends on the evaluation period. A privilege review can reduce
recorded excessive entitlements shortly after implementation, while its effect on future incidents may emerge
slowly and may be difficult to observe because serious incidents are rare. A longer follow-up can strengthen
evidence but introduces changes in staffing, applications, and attacker behavior. Researchers should
distinguish a successfully implemented control from a verified reduction in exposure, and both from a
demonstrated change in realized losses. Reporting these outcomes separately allows a decision maker to
understand what has actually been observed and what remains an assumption.

The proposed additive index cannot express every interdependency among controls and may obscure high-
severity conditions unless the gate layer is enforced. Expert-defined impact anchors and policy weights
introduce judgment that may vary among stakeholders. Similarly, the budget example relies on known,
additive benefits and costs; real interventions can have delayed effects, joint benefits, and uncertain
opportunity costs. Future work should study alternative weighting procedures, portfolio interactions, interval-
based decision methods, and approaches that explicitly represent rare severe outcomes. Comparative studies
should report their assumptions and baselines rather than select a method solely because it gives a preferred
ranking.

Research access to organizational evidence may be constrained by privacy, security, and confidentiality.
Synthetic data can support code verification and exploratory design, but cannot establish that a model
generalizes to real behavior. A meaningful evaluation would require lawful access, independent assessment
of outcomes, representative negative cases, transparent handling of uncertainty, and the ability to report
unfavorable results. Research on organizational controls should also examine whether additional monitoring
changes employee behavior, workload, or trust. These outcomes are integral to the business decision rather
than secondary effects to be ignored.

8. Conclusion

This article developed an entropy-based decision framework for organizing workflow-level insider-risk
information in data-driven organizations. It defined five interpretable indicators, a transparent weighting and
scoring procedure, mandatory safeguards, sensitivity tests, and a separate economic allocation stage. In the
hypothetical matrix, the rank of two workflows changed under equal weights and after one input correction,
illustrating that prioritization depends on modeling choices and evidence quality. A separate hypothetical
budget calculation showed how control selection can be framed when costs and non-overlapping benefits are
independently assumed. The analysis does not establish detection accuracy or demonstrate organizational
benefit. Its practical value must be assessed through prospective, privacy-conscious research and careful
implementation in the intended setting.
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